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EnCoRe

Ensuring Consent and Revocation

Collaborative research into informational 
privacy by UK industry and academia



The overall vision of this project is to 
make giving consent as reliable and 
easy as turning on a tap…



…and revoking that consent as 
reliable and easy as turning it off 
again





How does EnCoRe work?

June 2008 ςNovember 2011

£3.6million funding 

£2.5million of which is public: 

ωTechnology Strategy Board 

ωEconomic & Social Research Council 

ωEngineering & Physical Sciences Research
Council



Who is in EnCoRe?

Hewlett-Packard Laboratories (Co-ordinator)

University of Warwick

London School of Economics

HeLEX Centre, University of Oxford 

HW Communications

QinetiQ



Speakers

Pete Bramhall

Hewlett-Packard, Project Co-ordinator

Dr Edgar Whitley

LSE, Reader in Information Systems

Paul Hopkins

University of Warwick, Senior Researcher

Dr Jane Kaye

University of Oxford, Director, HeLEX Centre

Dr Dave Lund

HW Communications, Technology Director



Consent ...

... by an individual, to the collection, 
storage, use and onward sharing of 
personal data about himself/herself



Why care about privacy?

Human right

Breaches ςhigh profile, costly

Increasing awareness

Information storage is not free

Law and Regulation 



.ƛƭƭΩǎ ǎǘƻǊȅ









Prize-giving



Information Collection and Use
All information collected from the user by the 
EnCoRewebsite will only be processed by one or 
more partners in the EnCoReconsortium, as listed 
on the EnCoRewebsite, and by other parties who 
provide a service for the benefit of one or more 
partners or the EnCoReconsortium as a whole, to 
whom such partners may forward it. The data will be 
stored by EnCoRepartners only for as long as is 
reasonable for the purposes of the EnCoReproject, 
or as required by law. 



Catering, anyone?



Catering, anyone?

Sponge cake, with jam and buttercream

Easy-peel satsumas

Giraffes?



Giraffes?



www.youtube.com/user/EnCoReProjectVideos

Thanks to Ken Shaw & Oliver Sin

BA (Hons) Graphic Design students,
University of the West of England

http://www.youtube.com/user/EnCoReProjectVideos


Overview
enablement 

scalable, compliant, 
cost-effective, 

intuitive systems
(technology & advice)

recommendations
policy, regulation, 

best practice, standards

interdisciplinary
social, technical, 
legal, economic,

process

end-user pull
increase awareness

and confidence
(lay & professional)

data processing
consent = weak, 
vague, and rarely 

meaningful 



Three Case Studies

Enhanced employee data sharing

Biobanks

Assisted living



Technical Architecture
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Demonstration

Case Study 1 Prototype 



Consent in practice

Focus Groups



Privacy policies, terms and conditions 

άL Ƨǳǎǘ ǎƘƻǿŜŘ ȅƻǳ ƻƴ CŀŎŜōƻƻƪ ǘƘŜ ǘŜǊƳǎ ŀƴŘ 
conditions on my Blackberry, which nobody ever 
ǿƛƭƭ ǊŜŀŘΣ ǘƘŜ ƻƴƭȅ ǘƘƛƴƎ ƛƴ ōƛƎ ƭŜǘǘŜǊǎ ƛǎ ǘƘŜ άL 
!ŎŎŜǇǘέ ōǳǘǘƻƴΣ ȅƻǳ ƪƴƻǿΣ ǎƻΣ ǎƻ ōŜŦƻǊŜ ȅƻǳ Ŏŀƴ Řƻ 
ŀƴȅΣ ȅƻǳ ƪƴƻǿΣ ŀƴȅΣ ŀƴȅ ƳŜŀƴƛƴƎŦǳƭ ŎƻƴǎŜƴǘ ȅƻǳΩǾŜ 
got to address the issue of how aware people are, 
ŎƻƴǎǳƳŜǊǎ ŀǊŜΣ ǳǎŜǊǎ ŀǊŜΣ ŀōƻǳǘ ǿƘŀǘΩǎ ŎƻƭƭŜŎǘŜŘ 
about them, how it is used, for what purposes and 
ƘƻǿΧ ǿƘŀǘ Ŏŀƴ ǘƘŜȅ Řƻ ŀōƻǳǘ ƛǘΣ ōŜŎŀǳǎŜ Ƴƻǎǘ 
ǇŜƻǇƭŜ ƘŀǾŜ ƴƻ ŎƭǳŜΦέ  ώ/{h уптϐ



Effective control over personal data

άΧǘƘŜ ŎƛǘƛȊŜƴ ŎǳǊǊŜƴǘƭȅΣ ƛƴ ǎƻƳŜ ŀǊŜŀǎΣ Ƙŀǎ ƴƻ 
right to give permission anyway, because 
there is a legal power for some of those bits 
of data to be shared whether the citizen gives 
ŎƻƴǎŜƴǘ ƻǊ ƴƻǘΦέ  ώt{h уфϐ



Consent and regulatory requirements

άΧ ŀ ǾŜǊȅ ƭŀǊƎŜ ŀƳƻǳƴǘ ƻŦΣ LΩƭƭ Ŏŀƭƭ ƛǘ 
administrative overhead in an organisation, 
that we know exists in the enterprise and 
that we know that as small businesses we 
should be doing it but many of us simply 
ŘƻƴΩǘΣ ōŜŎŀǳǎŜ ȅƻǳΩǾŜ ƴƻǘ Ǝƻǘ ǘƘŜ ǘƛƳŜΣ 
ȅƻǳΩǾŜ ƴƻǘ Ǝƻǘ ǘƘŜ ƪƴƻǿƭŜŘƎŜΣ ȅƻǳ ǊŜǉǳƛǊŜ 
ǘƘŀǘ ŜȄǘǊŀ ŜȄǇŜǊǘƛǎŜΦέ ώ{a9 ссϐ



The nature of informed consent

άL ƳŜŀƴ L ƪƴƻǿ ǿƘŜƴ L ŘƛŘ Ƴȅ L{9. 
[Information Systems Examinations Board] 
training one of the things I was told was that 
processing under consent is what the 
desperate resort to [LAUGHTER].  In other 
ǿƻǊŘǎ ƛǘΩǎ ǘƘŜ ƭŀǎǘ ǘƘƛƴƎ ȅƻǳ ŜǾŜǊ ǿŀƴǘ ǘƻ 
ǇǊƻŎŜǎǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǳƴŘŜǊΦέ  ώ5tt флфϐ



Why Compliance?



Compliance
What is it?

Compliance 
Level

Opportunities to 
do damage

Access controls

Threat

Assurance

Granularity

User needs

Level 
of threat

Determine useful 
variants



Compliance
ωProgramme

ÅFramework 

ÅPrivacy Risk Analysis

ÅPrivacy Monitoring

ÅArchitectural Patterns

ÅTesting



Legal

No legal right of informational 

privacy for non-celebs



Legal

Consent need not and 

does not drive most 

data processing



Legal

Marketing/spam aside, there is 
no effective, express right of revocation of 
ŎƻƴǎŜƴǘ ƛƴ ǘƘŜ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ !ŎǘΧ



Legal

Χ ƴƻ ŜŦŦŜŎǘƛǾŜ ƭŜƎŀƭ ŎƻŘƛŦƛŎŀǘƛƻƴ 

of user-control of personal data



Q & A

Refreshments



www.encore-project.info

http://www.twitter.com/encore_project

http://www.youtube.com/user/EnCoReProjectVideos


