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Summary  

This document is a formal deliverable of the EnCoRe project and contains the 

definition of the EnCoRe Technical Architecture for the first realized Case 

Study ï an Enhanced Employee Data Scenario.  It also describes that scenario 

and its requirements regarding consent management.
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About the EnCoRe project 

The EnCoRe project is an inter-disciplinary research project into informational privacy, 

undertaken collaboratively by UK industry and academia, and partially funded by the 

Technology Strategy Board (TP/12/NS/P0501A), the Engineering and Physical Sciences 

Research Council and the Economic and Social Research Council (EP/G002541/1). 

 

Enabling individual citizens and consumers to retain control over their personal data can be 

achieved in a number of very different ways that are based on different trust models. When 

an individual discloses his or her personal data to commercial and other entities, he or she 

also grants, sometimes implicitly, consent for it to be used for one or more purposes. 

Subsequent control over the storage, use and onward sharing of that data relies on the notion 

of trust that the given consent will be respected.  

 

Currently, many organisationsô personal data management operations do not justify the trust 

placed in them by the data subjects. This is for a variety of legal, regulatory, process, 

economic and technical reasons.  

 

The EnCoRe projectôs aims are : 

Å To enable business to adopt scalable, cost effective and robust consent and revocation 

methods for controlling the usage, storage, location and dissemination of personal 

data. 

Å To benefit individuals by providing meaningful, intuitive mechanisms which will 

allow them to control the use of their personal information held by others. 

Å To help restore individual confidence in participating in the digital economy and so,       

in turn, benefit the wider society.  

The overall vision of the project is to make giving consent as reliable and easy as turning on 

a tap and revoking that consent as reliable and easy as turning it off again. 

 

The project partners are: 

 

Å HewlettïPackard Laboratories 

Å HW Communications Ltd 

Å London School of Economics and Political Science 

Å QinetiQ 

Å HeLEX Centre for Health, Law and Emerging Technologies; University of Oxford 

Å Warwick Digital Laboratory, University of Warwick 

The EnCoRe project runs from June 2008 to November 2011.  

 

Its website is www.encore-project.info and it tweets at www.twitter.com/encore_project   

http://www.encore-project.info/
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Executive Summary 
This document is a formal deliverable of the EnCoRe project. It contains the definition of the 

EnCoRe Technical Architecture for the first realized Case Study: an Enhanced Employee 

Data Scenario.  It also describes that scenario ï specifically the use, by employees of an 

organisation, of a Web2.0-style service for work-related and personal purposes ï and its 

related requirements regarding consent management. These requirements were gathered and 

defined by legal and social science research within the EnCoRe project, and were influenced 

by its concept formalisation research. 

 

The scope of the EnCoRe Technical Architecture for this first Case Study encompasses all 

the technical functions required for the management (including capture and revocation) and 

enforcement of individualsô consents that are pertinent to the Case Studyôs scenario. The 

technical architecture is the block-level design of the necessary technical system, at the level 

of functional blocks (i.e., software and service components) and the data flows between them 

and to/from humans, other technical systems, compliance and other business processes and 

regulatory environments. Its goal is to provide the basis for an EnCoRe reference 

implementation that validates the approach and the technology. To that end this documentôs 

approach is to start with contextual information and overviews, and incrementally refine the 

level of detail. Most of this detail is contained within Appendices. 

 

Document History 
Doc ID Description Date 

V1.0 First published version 10Feb2010 

 

Acknowledgements 
The editor and authors wish to thank those who reviewed the drafts and also those who 

contributed ideas and material to this deliverable, including Simon Wiseman (the WorkBook 

enhancement to the basic employee data scenario), Bassem Ammar (the sequencing of the 

interactions), Liam Curren (legal input) and others in the EnCoRe project.



EnCoRe: Ensuring Consent and Revocation 

 

iv 

 

Table of Contents 
Executive Summary ................................................................................................................. iii  

Document History .................................................................................................................... iii  
Acknowledgements .................................................................................................................. iii  
Table of Contents ...................................................................................................................... iv 
List of Figures .......................................................................................................................... vii  
Abbreviations ............................................................................................................................ ix 

1. Introduction ........................................................................................................................ 1 
2. Analysis of Consent and Revocation Management ............................................................... 4 
3. Enhanced Employee Data Scenario ....................................................................................... 9 

3.1Assumptions of Scenario .................................................................................................. 9 

3.2 Description of Scenario.................................................................................................. 11 
3.3 Scenario Use Cases ........................................................................................................ 12 

4. Functional Requirements ..................................................................................................... 15 
5. High Level Principles & Technical Architecture................................................................. 17 

5.1 High Level Principles .................................................................................................... 17 
5.2 Technical Architecture ................................................................................................... 17 
5.3 Mapping Architectural Components to Functional Requirements ................................ 21 

5.4 Data Model..................................................................................................................... 23 
5.5 Privacy-Aware Policies .................................................................................................. 24 

Concept 1: Reference to protected resources (Personal Data) ......................................... 28 

Concept 2: Coping with different access patterns/scalability .......................................... 29 
Concept 3: Enabling ñConditional Yesò as an outcome of policy evaluation ................. 30 

Concept 4: Supporting current security access control constraints ................................. 31 
Concept 5: Supporting access control-based obligation policies ..................................... 31 

6. Refined Technical Architecture ........................................................................................... 34 
7. Conclusion ........................................................................................................................... 40 

References ................................................................................................................................ 41 
Appendix A: Use Cases for the Enhanced Employee Data Scenario ...................................... 44 

A.1 General Legal Input ...................................................................................................... 44 
A.2 Use Cases ...................................................................................................................... 45 

UC1 - Mary is hired at Company X ................................................................................. 45 
UC2 - Mary voluntarily joins a few company initiatives ................................................ 49 
UC3 - Company X changes the provisioning of some services provided to Mary.......... 51 
UC4 - Mary changes her affiliation to a few of Company X services ............................. 52 

UC5 - Mary changes some of her personal data (profile) ................................................ 53 
UC6 - Mary changes roles and gets promoted ................................................................. 54 
UC7 - Mary is temporarily seconded in a new department, in a different country ......... 55 

UC8 - Mary comes back to UK ....................................................................................... 57 
UC9 - Mary goes on sick leave for 6 months .................................................................. 58 
UC10 - Phil, a Contractor, joins Mary's team .................................................................. 58 
UC11 - Company X introduces new data analytics tools ................................................ 59 
UC12 - Mary fires Phil because of misconduct ............................................................... 64 

UC13 - Mary gets demoted .............................................................................................. 65 
UC14 - Mary leaves Company X ..................................................................................... 66 
Use Cases Related to the WorkBook service ................................................................... 67 

UC15 - Mary starts using the company's WorkBook service .......................................... 68 



EnCoRe: Ensuring Consent and Revocation 

 

v 

 

UC16 - Mary elects to allow a subset of her WorkBook data (her public profile) to be 

given to external organisations ........................................................................................ 69 

UC17 - Mary uses the WorkBook service to book holidays ........................................... 70 
UC18 - Mary changes her preferences in the WorkBook Service ................................... 71 

Appendix B: Architectural Interaction Flows .......................................................................... 73 
Administrative Use Case 1................................................................................................... 73 

High level component interactions .................................................................................. 74 

Interaction details ............................................................................................................. 75 
Administrative Use Case 2................................................................................................... 75 

High level component interactions .................................................................................. 75 
Interaction details ............................................................................................................. 77 

Employee Use Case 1 (UC1) ............................................................................................... 78 
High level component interactions .................................................................................. 78 
Interaction details ............................................................................................................. 79 

Employee Use Case 5 (UC5) ............................................................................................... 82 

High level component interactions .................................................................................. 82 
Interaction details ............................................................................................................. 83 

Employee Use Case 17 (UC17) ........................................................................................... 85 
High level component interactions .................................................................................. 85 

Interaction details ............................................................................................................. 87 
Employee Use Case 14 (UC14) ........................................................................................... 90 

High level component interactions .................................................................................. 90 
Interaction details ............................................................................................................. 90 

Employee Use Case 16 (UC16) ........................................................................................... 93 
High level component interactions .................................................................................. 93 

Interaction details ............................................................................................................. 94 
Employee Use Case 18 (UC18) ........................................................................................... 96 

High level component interactions .................................................................................. 96 

Interaction details ............................................................................................................. 97 
Employee Use Case 15 (UC15) ........................................................................................... 99 

High level component interactions .................................................................................. 99 
Interaction details ............................................................................................................. 99 

Error Management Guidelines ........................................................................................... 101 
Appendix C: Data Model ....................................................................................................... 102 

C.1 Data collected from the data subject ........................................................................... 102 

C.2 Preferences .................................................................................................................. 105 
C.2.1 Consent and revocation preferences ..................................................................... 105 
C.2.2 Revocation ............................................................................................................ 107 
C.2.3 Choices ................................................................................................................. 107 

C.2.3.1 A ñlevel basedò approach .............................................................................. 107 

C.2.3.2 Assign preferences to each data item ............................................................ 107 

C.2.3.3 Assign preferences to a group of data items ................................................. 107 

C.3 A data model for relational databases ......................................................................... 108 
C.3.1 Models for the case where different items have different preferences ................ 108 

C.3.1.1 Proposal 1 ...................................................................................................... 108 



EnCoRe: Ensuring Consent and Revocation 

 

vi 

 

C.3.1.2 Proposal 2 ...................................................................................................... 109 

C.3.2 Models for the case where different groups of items have different preferences 109 

C.3.2.1 Proposal 1 ...................................................................................................... 109 

C.3.2.2 Proposal 2 ...................................................................................................... 110 

C.4 A data model for LDAP directories ............................................................................ 110 
LDAP approach 1: Assign the same preferences to all the attributes that specify a same 

entry ............................................................................................................................... 112 

LDAP approach 2: Assign the same preferences to all the attributes that specify a group 

of entries......................................................................................................................... 114 

LDAP Approach 3: Assign the same preferences to all the attributes that belong to a 

same defined group of attributes .................................................................................... 115 
Revocation ..................................................................................................................... 115 
Registry .......................................................................................................................... 115 

C.5 Conclusion ................................................................................................................... 116 

Appendix D: XACML Access Control Policies .................................................................... 117 
D.1 XACML: Data Flow and Language Models ............................................................... 118 

Data Flow Model ........................................................................................................... 118 
XACML Language Model ............................................................................................. 119 

Limitations ..................................................................................................................... 120 
D.2 Examples of XACML policies .................................................................................... 120 

Request example ............................................................................................................ 121 
Access control policy example ...................................................................................... 121 

D.3 Matching Process ........................................................................................................ 123 
Analysis.......................................................................................................................... 124 

Appendix E: Related Work .................................................................................................... 128 

 



EnCoRe: Ensuring Consent and Revocation 

 

vii 

 

List of Figures 
Figure 1: States of data with related consent ............................................................................. 7 

Figure 2: High level architecture ............................................................................................. 18 
Figure 3: Privacy-aware policy enforcement ........................................................................... 26 
Figure 4: Privacy policy enforcement example ....................................................................... 27 
Figure 5: Policies associated with protected resources and metadata ...................................... 29 
Figure 6: Data access patterns .................................................................................................. 30 

Figure 7: Conceptual model ..................................................................................................... 32 
Figure 8: Refined architecture ................................................................................................. 38 
Figure 9: SAR process for PD received from 3

rd
 party (Copied from [39], p40) .................... 48 

Figure 10: Considerations relevant for employee monitoring (Copied from [39], p59) ......... 61 
Figure 11: Administrative use case 1 interactions ................................................................... 74 
Figure 12: Use case 1 interaction details ................................................................................. 75 
Figure 13: Administrative use case 2 interactions ................................................................... 75 
Figure 14: Instructions for administrator ................................................................................. 76 

Figure 15: Use case 2 interactions ........................................................................................... 77 
Figure 16: UC1 interactions ..................................................................................................... 78 
Figure 17: UC1 interaction 2 ................................................................................................... 79 

Figure 18: UC1 interaction 3 ................................................................................................... 80 
Figure 19: UC1 interaction 4 ................................................................................................... 80 
Figure 20: UC1 interaction 5 ................................................................................................... 81 

Figure 21: UC2 interactions ..................................................................................................... 82 

Figure 22: UC2 interaction 2 ................................................................................................... 83 
Figure 23: UC2 interaction 3 ................................................................................................... 84 
Figure 24: UC2 interaction 4 ................................................................................................... 84 

Figure 25: UC17 interactions ................................................................................................... 85 
Figure 26: UC17 interaction 1 ................................................................................................. 87 

Figure 27: UC17 interactions 2 and 3 ...................................................................................... 88 
Figure 28: UC17 interaction 3 ................................................................................................. 89 
Figure 29: UC17 interaction 5 ................................................................................................. 89 
Figure 30: UC14 interactions ................................................................................................... 90 

Figure 31: UC14 interaction 3 ................................................................................................. 91 
Figure 32: UC14 interaction 4 ................................................................................................. 91 
Figure 33: UC14 interaction 5 ................................................................................................. 92 

Figure 34: UC16 interactions ................................................................................................... 93 

Figure 35: UC16 interaction 2 ................................................................................................. 94 
Figure 36: UC16 interaction 3 ................................................................................................. 95 
Figure 37: UC18 interactions ................................................................................................... 96 

Figure 38: UC18 interaction 2 ................................................................................................. 97 
Figure 39: UC18 interaction 3 ................................................................................................. 98 
Figure 40: UC15 interactions ................................................................................................... 99 
Figure 41: UC15 interaction 3 ............................................................................................... 100 
Figure 42: UC15 interaction 4 ............................................................................................... 100 

Figure 43: UC15 interaction 6 ............................................................................................... 101 
Figure 44: A data subject oriented approach for the LDAP approach 1 ................................ 112 
Figure 45: An organisational unit oriented approach for the LDAP approach 1 ................... 114 

Figure 46: Model allowing assignment of preferences per group of entries or attributes ..... 115 



EnCoRe: Ensuring Consent and Revocation 

 

viii 

 

Figure 47: Data Flow Model .................................................................................................. 118 
Figure 48: Language Model ................................................................................................... 120 

 



EnCoRe: Ensuring Consent and Revocation 

 

ix 

 

Abbreviations 
 

The following abbreviations are used frequently in this document: 

 

C&R Consent(s) and Revocation(s) 

GUI Graphical User Interface 

HCI Human-Computer Interaction 

ICO Information Commissionerôs Office 

PD Personal Data 

PDP Policy Decision Point 

PEP Policy Enforcement Point 

PII Personally Identifiable Information 

 

 

 



EnCoRe: Ensuring Consent and Revocation 

 

1 

 

1. Introduction 
A core objective of the EnCoRe project [7] is to progress and advance the state-of-

the-art in consent and revocation management and enforcement from a variety of 

perspectives, including social, legal and technological aspects. 

 

This document considers the technical angle, and describes the EnCoRe Technical 

Architecture arising from the projectôs first selected case study, which focuses on 

normal and enhanced uses of employee data in an enterprise scenario. The aim of this 

document is to provide the projectôs first technical reference model and architecture 

for the explicit management of consent and revocation within and across 

organisations.  

 

It is common practice for enterprises1 and other organisations to collect personal data 

(PD)2 and confidential information in order to provide services to individual 

consumers or employees and to enable business transactions. These personal data are 

often stored, processed, aggregated and shared with third parties. In addition to 

enterprises, government agencies and e-commerce sites, new Web 2.0 social 

networking sites (e.g., Facebook, LinkedIn, YouTube, etc.) and federated and cloud 

computing services are increasingly collecting and using personal information. These 

data can range from personally identifiable information (PII), work-related and 

financial information to personal pictures, videos and descriptions of personal 

experiences and life matters. 

 

However, people are increasingly raising concerns about the lack of effective control 

over their3 data once they have been divulged by them, and over the fact that these 

data could be misused or shared with other parties without proper consent. In essence, 

these concerns involve security and privacy aspects. The main risks are that 

personally identifiable information and other personal data could be collected when 

not actually required to achieve an agreed goal, and later be used without 

authorisation, or be widely exposed. Individuals, in general, are not aware of how 

their personal information is actually used, for what purpose and which parties have a 

copy. They are not usually given the opportunity to declare their specific consents and 

privacy-related personal data management preferences. An interesting example, 

highlighting these concerns, is that ñ88% of individuals want sites to gather their 

consentò [1] (cf. [2]). Another example is that over 72% of people surveyed do not 

know that charities do not need permission to sell or rent their names and addresses to 

other charities [3]. 

 

                                                 
1 In this document, we use the term ñenterpriseò to refer generically to any commercial or non-state organisation. 

However, many of the points we make are equally applicable to non-commercial or state organisations. 
2 In this document we mainly use the term ñpersonal dataò and its abbreviation ñPDò, but also the terms ñpersonal 

informationò, ñpersonally identifiable informationò (and its abbreviation ñPIIò) and others that we take to have 

similar meanings, i.e., information pertaining to a specific individual. We sometimes refer to an individual as a 

ñdata subjectò. We use the term ñpersonal dataò in the strict sense of its legal definition only when we state 

expressly that we are doing so. 
3 In line with current English law, possessive references to personal data in this document do not assume that a 

data subject has any proprietary rights in personal data. All such references should be read as personal data 

relating to a data subject. 
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This applies also in an enterprise scenario where employees might have no choice but 

to disclose a large amount of personal and financial information, both to the 

employing organisation itself and potentially to third parties with links to the 

organisation. 

 

In theory, prior to disclosing their data and giving any consent, individuals (i.e., the 

data subjects) should be informed about: the purpose(s) for which  such data will (or 

may) be used; where it will be stored; the expected retention time; if and which other 

parties are involved; the amount and the sensitivity of the information exchanged; 

whether the data will be shared onward to yet other parties; whether the consent to use 

these data can be revoked. Laws (e.g., EU Data Protection Directive 95/46/EC and 

national transpositions of this, etc.) and privacy guidelines [4, 5] are already in place 

and (to some degree) mandate this, but there is little assurance that they are actually 

enforced. The terms of consent for using personal data for specific purposes, under 

certain conditions, and any subsequent revocation of this consent will determine how 

personal data should be handled once they have been disclosed.  

 

In practice, even well-intentioned organisations struggle to take into account and 

enforce individualsô preferences and consent statements. Some organisations do not 

even fully know where customersô and other individualsô data are stored in their IT 

infrastructures, who can actually access them and how they flow around. The practical 

management of revocation of previously-stated consent is even more challenging. 

Data are usually copied or moved around in different systems and can be released to 

other parties. Consent declarations rarely follow these data. In this context, managing 

revocation could be hard, if not impossible. 

 

The concepts of consent and revocation are not new, at least from a legal perspective. 

However, little progress has been made in understanding the practical implications, in 

particular within large organisations, including actual requirements and potential 

technical approaches to satisfy (part of) them. Further complexity comes from 

changing legal requirements (and the global complications of different legal 

jurisdictions having differing requirements and approaches), and hence the difficulty 

organisations have in being compliant and also in knowing whether or not they are 

compliant. In this document we take these legal notions into account but it is beyond 

our scope to provide an analysis of all related laws and regulations.  

 

A key problem is how to effectively enable individuals to express their consent for the 

usage of their personal data and (subsequently) to revoke this consent if they change 

their minds. A related problem is how to enable enterprises to effectively manage and 

enforce both consent and revocation. Also, complexity in the processes of providing 

detailed consent and expressing privacy preferences could undermine individualsô 

trust and willingness to further disclose personal information and engage with web 

services [6]. Ad hoc and reactive approaches to the management and enforcement of 

consent and revocation by organisations also limit their chances to address effectively 

the problem, especially when this is coupled with currently inadequate audit and 

tracking approaches for personal/sensitive information. Progress needs to be made in 

this space: there is an opportunity for research and development of new solutions that 

take into account current IT and organisational constraints.  
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This EnCoRe Technical Architecture has been designed by taking into account a 

variety of inputs from various EnCoRe project Work Packages (WPs), including WP1 

(concepts and taxonomy), WP3 (user requirements and social aspects), WP4 (legal 

requirements) and WP5 (risk analysis, assurance and compliance management), as 

well as an explicit analysis of an enterprise scenario, related use cases and 

implications for consent and revocation. 

 

The remaining part of this document is structured as follows. Section 2 provides some 

additional analysis of the concepts of consent and revocation. Section 3 describes the 

specific Enhanced Employee Data Scenario that has characterised our first case study, 

along with its various implications. Functional and technical requirements, derived 

from our overall analysis, are described in Section 4. 

 

Section 5 is the core part of this document, highlighting the high-level principles 

underpinning our architecture, as well as providing a high-level overview of the 

technical architecture and related assumptions, such as those on policies and data 

models. 

 

Section 6 provides a refined version of the technical architecture, based on further 

assumptions and providing additional technical detail. The aim of this section (along 

with the associated appendices) is to provide all the required specifications and design 

details necessary for EnCoRe WP6 to provide a first implementation of a prototype.  

 

Section 7 provides a conclusion. 

 

More details about concepts, design choices, analysis of use cases and technical 

aspects can be found in the Appendices. Specifically, Appendix A provides a detailed 

analysis of the use cases involved in the Enhanced Employee Data Scenario. 

Appendix B further discusses the technical interaction flows for the refined technical 

architecture. Finally, Appendices C and D respectively provide more details about the 

data model and policies. Appendix E summarises some related work by others. 
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2. Analysis of Consent and Revocation Management 
 

A key aspect of the technical architecture described in this document is its ability to 

explicitly manage data subjectsô consent regarding the use, processing and disclosing 

of their personal data, and the revocations of these consents. The data subjects can be 

individual people in a variety of roles, e.g., employees, citizens, consumers, etc. 

according to the context, although in the remaining part of this document we may 

sometimes refer them generically as individuals. This section reflects our analysis of 

these concepts by taking into account other EnCoRe work on terminology.  

  

The concept of consent is not new. It has been discussed in a variety of scientific 

papers, privacy reports and legislation (e.g. [4, 5]). In the latter, consent is often used 

as a synonym for ñinformed consentò, i.e., the voluntary agreement of an individual 

for the specific use of his personal information on the basis of knowledge of what it 

will be used for, by whom, where it will be stored, how it will be protected, etc. 

Fundamentally, it is a statement that captures the willingness of individuals (data 

subjects) that their data could be used for specified purposes, under well-defined 

conditions and circumstances. For example, individuals might be willing to allow an 

organisation to use their financial data for transactional and payment purposes or to 

allow companies to use their address information for delivery and sending contextual 

mail. The term ñinformedò encompasses awareness (the individual must know why 

his data are collected, who will have access to them, etc.) and comprehension (the 

individual must have an accurate interpretation of what he is asked to consent to) 

while ñconsentò encompasses voluntariness and agreement [2]. In other words, 

consent should be freely (i.e., with no coercion) given after the individual has been 

informed about the implications of his choices and has fully understood these 

implications. In order to translate legitimate individual will, consent should be explicit 

and authentic, i.e., it should not be given by another entity than a legitimate individual 

and not be modifiable by other entities without valid authorisation. To fulfil the 

former, the individual should perform an action that proves his consent, while for the 

latter, the source of a consent statement must be authenticated and the integrity of a 

consent statement must be guaranteed. 

 

Consent can be conditional, e.g., given for specific purposes. It could be given by 

people to be valid only in a well-defined timeframe or just under well-specified 

circumstances. For example, individuals might give consent to use their personal data 

just for a specific business transaction, and hence there would be no consent for 

subsequent usages of this data. 

 

Consent is sometimes confounded with blanket opt-in/opt-out choices. Such choices 

define broad criteria and conditions under which data can be used, for example for 

named purposes (e.g., marketing, research, etc.) or to receive notifications or to share 

data with generic third parties. However, such opt-in/opt-out choices do not usually 

define aspects of data retention, how personal data should be processed or to which 

parties data could actually be disclosed. They are simple, binary, and typically not 

fine-grained; they do not allow data subjects to specify how they would like their 

personal data to be managed. For example, an individual can opt-out from receiving 
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further emails relating to commercial products, but doing so does not necessarily 

mean that her email address is generally inaccessible or that the organisation is 

required to delete it. Consent can be broadly characterised by a wider set of fine-

grained privacy preferences and constraints both on personal data and how such data 

should be used, including specific permissions (to disclose data, for specific purposes, 

to specific entities) and obligations (such as for deletion or minimisation or 

anonymisation of data items, after a period of time or some events happen).  

 

In other words, individualsô preferences are key aspects that qualify consent, rather 

than just being a mere case of selection of options, such as for opt-in/opt-out choices. 

An objective of the EnCoRe project is to enable the data subject to specify to a finer 

degree than a simple opt-in/opt-out choice. 

 

The specification of consent makes sense when associated with (or referring to) data. 

It can be fine-grained, i.e., specifically refer separately to different items of personal 

data. It defines constraints and refinements of organisationsô policies on how to deal 

with data (i.e., access control, privacy and obligation policies, etc.). It can be seen as 

ñmetadataò associated with personal data. 

 

Enforcement of consent requires that each time data are accessed by the organisation, 

the constraints (and any additional related policies) specifying how the individuals 

want their data to be dealt with, must be taken into account. Consent management and 

enforcement is of little value if it can be easily bypassed by people or 

applications/services. 

 

Complexity comes from the fact that personal data can be copied into multiple 

enterprisesô systems and moved around. If individualsô consents and related 

preferences are split from the data, then violations of privacy and their requirements 

are likely to occur more casually, easily and often. Therefore, consent and related 

preferences should be bound to data in such a way that they cannot be separated, and 

data should be dealt with as specified by the individual and the constraints respected 

by the data processors. This is particularly hard to achieve when data are disclosed by 

an organisation to third parties (e.g., in a supply-chain). A third party receiving the 

data should also comply with the individualôs consent and associated preferences. 

Hence, the management of consent has strong implications for the such  third parties, 

in terms of setting robust access control and privacy enforcement mechanisms, as well 

as technological and legal solutions to enforce related obligations and constraints. 

 

Consent declarations are not static. People should be entitled to change their mind, 

hence consents can change over time and can be revoked. For example, a person 

might have given consent to use her medical data for research purpose, for a 

predefined period of time. She might then change her mind, and should be enabled to 

revoke that consent, or change it, by qualifying it with different privacy preferences. 

 

On the other hand, the concept of revocation of consent is currently not very well 

understood, in particular in terms of its implications for enterprises. 
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In information security, revocation designates the process that renders an object (e.g., 

a public key, a certif icate, etc.) invalid. When revocation is applied to the broader 

concept of consent, there are wider and more subtle implications: ñrevocationò 

designates the process that permits an individual to invalidate or modify previously 

given consent relating to his or her personal data. This revocation should apply to any 

copy or instance of these data, both within the organisation that initially collected it 

and in any other third party to which these data were subsequently disclosed.  In 

practice this is hard to achieve. 

 

As with consent statements, for revocation requests the source of a revocation request 

must be authenticated and the integrity of a revocation request must be checked.  

Mechanisms must be in place in organisations to check the current state of consent, 

and ensure that it has not been revoked. A non-repudiable proof that revocation was 

executed should be sent to the requester. Revocation requests could happen at any 

time. Revocation should be enforced in a reasonable time, as requested by the 

individual.  

 

The management of revocation requests can have consequences on data stored at 

different places within the organisation. If personal data were copied to various 

systems of an organisation and also disclosed to third parties, a change of consent (or 

revocation of consent) must be notified to all the involved entities and actioned by 

them. Otherwise this would violate individualsô privacy preferences. 

 

It is important to understand that revocation can be fine-grained and qualified by 

particular attributes. It might not just be a matter of ñturning offò the entire consent 

given on a set of personal data; instead there could be degrees of revocation, affecting 

specific data items. For example, an individual might give consent to use their 

personal data (including email and home address) for financial, research and 

marketing purposes, for a defined timeframe. Later on he or she might revoke their 

consent to use their email address, for any purposes beyond notifications of financial 

transaction, for another predefined period of time.    

 

Revocation can be reversible or irreversible. In the above example, the revocation of 

consent to use the email address could be reversible. The email address is still likely 

to be stored by the organisation, only the way it can be used has changed.  On the 

other hand, the individual might have qualified their revocation request, by requiring 

the deletion of the email address. In this case, revocation is irreversible. Depending on 

the context, setting and involved parties, there can be a significant range of 

implications of managing consent and revocation.  

 

In the remaining part of this document we focus on the Enhanced Employee Data 

Scenario. 

 

The lifecycle management of personal data within and across organisations is affected 

by consent, individualsô preferences and other constraints, along with the enforcement 

of access control policies and related obligations. Consent and revocation themselves 

have a lifecycle that need to be managed, impacting how personal data are managed. 
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Figure 1 illustrates some of the different states of data (at different times) along with 

related consent.  

Data

With No Consent

Data

With Consent

Data

With (Partial)

Consent

Individual: 

Data Disclosure

Individual: 

Consent 

Individual: 

Revocation 

of  Consent

Individual: 

Data Disclosure &
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Individual: 

Partial Revocation 

of  Consent

Individual: 

Consent

Consent & 

Revocation

Lifecycle

No Data

Individual: 

Partial

Consent

Usersô Preferences, Access Control & Obligation Policies

Enforcement, Monitoring and Auditing of Policies and Preferences

Individual:

Consent/

Partial Revocation

Individual: 

(Partial) Revocation 

of  Consent
Individual: 

(Partial)

Revocation

of Consent

 

Figure 1: States of data with related consent 

This lifecycle covers an individual firstly giving consent and then changing it over 

time, (revoking or partially revoking it) and the management and enforcement of 

related obligation policies. Consent and revocation actions can be driven by an 

organisationôs standard policies, qualified by individualsô preferences. These have an 

impact on the enforcement, monitoring and auditing of the related organisational 

standard privacy-aware access control and obligation policies. 

 

Data could have initially been disclosed by an individual with no expression of 

consent (so, in theory, these data should not be used but only retained) or have ended 

up in this situation, after he or she revoked consent. Alternatively, data might have 

been deleted (ñNo Dataò), as a result of revoking consent and/or enforcing related 

individual preferences (such as obligations requiring the deletion of data after a 

predefined period of time). 

 

However, it is currently hard for individuals, in the first instance, to express and/or 

change consent: they might not be provided with a mechanism to do it, or it may be 

just partially enabled. Currently there is a lack of a flexible and systematic approach 

to the management of consent and revocation, in a way that provides effective 

individual control [36] 

 

Research has been carried out to define privacy-aware access control [9, 23, 24] and 

privacy obligation policies [10] to enforce aspects of consent when accessing or 

manipulating stored personal data.  
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However, in practice, enforcement of consent and revocation is still a problem: actual 

control and enforcement points (such as the ones required for privacy-aware access 

control and obligation management systems) may not be deployed within an 

organisation or might be purely driven by security policies and considerations, etc.  

Most current approaches still are based on costly human-operated processes that are 

subject to failure. This is partially due to a lack of effective processes to map consent 

declarations and changes of consent (e.g., revocations) into actionable commands and 

automated processes. 

 

It is not uncommon that organisations might not even know where personal data are 

actually stored, as data might have been extensively copied or disseminated. If data 

have been disclosed to third parties, there is the very complex problem of how to 

propagate consent and revocation to these third parties and how to have assurance 

they are going to act on them. 

 

Stickiness of consent to data is a related topic. Consent and revocation statements, 

along with related individualsô preferences, can be seen as ñmetadataò that must stick 

to the personal data. This affects the enforcement of related policies and obligations 

that are contextually affected by this metadata. 

 

However, the data and metadata binding could be broken when copying data, moving 

it around or sharing to third parties.  This negatively impacts individualsô control and 

the enforcement of their requests. 

 

A related issue is  the lack of effective standards for representing and disseminating 

consent and revocation statements and commands within organisations and across 

parties. This undermines the possibility of easy collaboration between well-

intentioned organisations, and currently requires the definition of limited and ad hoc 

solutions. 

 

How can we help well-intentioned organisations to improve and check on their 

practices? On the one hand there is a need for better processes and technological 

solutions to sustain them. On the other hand, there is a need for risk assurance and for 

better assurance that all the involved parties are behaving as agreed. There is also a 

need to provide assurance to individuals about current practices and how effectively 

their consents and revocation requests are handled.  

 

This is a complex research area impacting not only individuals and organisations but 

also legislation and standardisation. The next section provides more details about the 

specific approach and work undertaken by EnCoRe, in an Enhanced Employee Data 

Scenario. 
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3. Enhanced Employee Data Scenario 
 

The EnCoRe project selected the Enhanced Employee Data Scenario as its first case 

study to explore the implications of handling consent and revocation. This choice has 

been motivated by the fact that, on the one hand, the management of employee 

privacy in organisations is a well-understood problem, and on the other hand, this area 

presents interesting issues in terms of management of consent and revocation in a 

context where different business, legal and personal requirements need to be taken 

into account. Furthermore, we have been able to leverage direct expertise from 

EnCoRe members in this space, in terms of legislation, user needs, processes, issues 

and implications.  Use cases are introduced and analysed from different perspectives, 

including: technical, legal and individuals' requirements (see Appendix A for the 

details). These use cases are meant to illustrate key points affecting the management 

of consent and revocation (C&R) such as: gathering consent or revoking  it from a 

user perspective; enforcing consent and revocation within organisational boundaries 

and between organisations; dealing with the overall C&R lifecycle and its impact on 

data lifecycle, inclusive of notifications, auditing, assurance aspects, etc.  

 

3.1Assumptions of Scenario 

 

We consider employee data, specifically PII and data assumed to be ósensitiveô (even 

if not defined as such in legislation) such as trade union membership, 

financial/payment details, home address details, family details, etc. We focus on an 

organisational scenario where personal data (primarily of employees) are collected, 

stored and handled by individuals, applications, services and (external) third parties.  

 

Personal data can be gathered by different sub-organisations and services within the 

enterprise (e.g., HR department, Payroll, Occupational Health department, pension 

plan, customer care department, help-desk and customer relationship management 

services, web applications to sell products, etc.). A variety of human and automated 

processes can affect these data. Data can be moved around, within the organisation, 

for processing purposes, e.g., to deal with financial transactions, to handle help-desk 

requests, for marketing and research purposes. In this scenario, data can also be 

aggregated and manipulated. Under some circumstances, it can flow outside 

enterprise boundaries, for example in the case where some of its services are provided 

in the context of a supply chain or by outsourced applications.  

 

Individuals (e.g., employees and customers) can interact with the organisation in 

multiple ways, ranging from potentially anonymous interactions (e.g., a customer 

querying for information online) to the point where personal details need to be 

disclosed to enable further interactions (e.g., at the time of employment, for 

purchases, delivery of goods, etc.). In this context, individuals make decisions about 

how to proceed, for example in terms of disclosing data (if they have a choice - 

employees might have no choice for certain types of data), based on a variety of 
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factors, such as reputation of the organisation, perceived level of trustworthiness and 

degree of risk, perceived benefit of the transaction and clarity of the involved steps.  

 

We specifically considered the case of a well-intentioned enterprise (e.g., an employer 

that is willing to improve its current C&R practice) that is interested in systemically 

managing consent and revocation. Current identity management solutions and other 

ad hoc security solutions used by enterprises can be leveraged to protect the access 

and usage of data, but primarily from traditional security perspectives. Information 

lifecycle management solutions (including the ones dealing with data storage, 

manipulation and minimisation processes, etc.) generally take into account business or 

legislative requirements (e.g., on data retention) but they are rarely driven by privacy 

aspects and/or specifically consent and revocation requirements (see Appendix A, 

Section A.1, General Legal Input). 

 

Individual preferences and consents, and their dynamic management, are usually not 

directly factored into these processes, or are so but just in a limited way. When 

dealing with privacy matters, there is usually reliance on human processes that are ad 

hoc and more subject to failures than automated processes. We explore the case where 

additional solutions and processes are available to track the flow of data and enforce 

the terms of consent and revocation when accessing and managing data. In this 

context, the actual accessed personal data will depend on the context, consent 

specifications and deployed policies.  

 

Ideally, the enterprise should be aware of where personal data are stored and used 

within its boundaries, and of how and where data are flowing across them. Risk 

assessment solutions should be available to assess the enterpriseôs current compliance 

state and make privacy-aware decisions on its practice and processes. Individuals, at 

the time of disclosing data, should be entitled to provide their consent, freely and on 

an informed basis, in terms of privacy preferences, related permissions and 

obligations imposed on the enterprise. Clarity and degree of ease of how an individual 

could express this are important (but are not covered in this document). They  would 

include the possibility for the individual to check on the status of their data, actions 

taken on the data, related consent statements, and subsequently to partially or 

completely revoke their consent. Changes to consent specifications and revocations 

will affect the way people, applications and services (both within the organisation and 

in third parties to which data were disclosed) access and use related data.  

 

Of course, this scenario is far away from what can be achieved today, at least in terms 

of consent and revocation management. Nevertheless we believe it is important to set 

a target, analyse the requirements and suggest steps to enable enterprises and other 

organisations to make progress towards it and improve their practice. In doing this, 

reality checks are important. Many ideal solutions could be designed and architected, 

but their likelihood of being adopted depends on the impact they are going to have on 

the organisation, whether or not legislation is mandating their use, the risks at stake 

and the eventual mitigation factors they can provide.  

 

More details follow about the chosen scenario and use cases. 
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The Enhanced Employee Data Scenario focuses on Company X, a generic medium-

large enterprise in the UK. This enterprise is willing to provide mechanisms and 

solutions to support the management of consent and revocation to employees (and 

customers) about personal data that are collected, stored, processed and potentially 

disclosed to third parties.  

 

3.2 Description of Scenario 

 

We consider the lifecycle of an employee, Mary, who joins the enterprise, changes 

roles, uses various of the enterpriseôs administrative and employee-related services, 

and eventually leaves the enterprise. Various use cases have been identified to 

describe significant stages and related requirements and needs in terms of the 

management of consent and revocation. 

 

Specifically, Mary might need to disclose personal and financial information to the 

organisation. Some information, e.g., her employee ID badge number, is also 

generated by the organisation itself. We consider the cases where (1) Mary can define 

her privacy preferences (e.g., in terms of allowed purposes for using her data, 

disclosure to third parties, notifications, etc.) by giving explicit consent, and (2) 

subsequently change her mind and revoke her consent. 

 

It is anticipated that personal data are stored within the enterprise and are sometimes 

disclosed to third parties. 

 

Personal data can potentially be accessed, processed and managed by other employees 

(e.g., managers, payroll clerks) as well as by enterprise applications and services.  

 

Specifically we consider the case of an internal service provided by the organisation, 

called WorkBook ï a private version of a service that provides functionalities similar 

to those of FaceBook and Twitter and operates on the company intranet ï providing 

social networking capabilities within the organisation. Employees can subscribe, 

disclose additional personal data (in addition to information already known by the 

organisation) and interact with colleagues.  The WorkBook service is enhanced with 

consent and revocation management capabilities, supporting degrees of employeesô 

preferences and enabling enforcement of these within the organisation. 

 

Employees can use WorkBook to talk about their skills, the projects they are working 

on and also for personal information about their social life. Use of WorkBook is 

optional, but is encouraged by management to promote teamworking and to help get 

maximum benefit from the workforceôs skills.  Data published on WorkBook are not 

moderated, but it is considered a disciplinary offence to publish offensive material.  

The companyôs privacy policy regards treatment of personal data disclosed on 

WorkBook as straightforward: data published óbelongô to the employee and can be 

deleted by him/her at any time. A record of WorkBook data is kept to support 

disciplinary and regulatory inquiries, but internal controls over this data prevent 

access thereto unless and until it is required for these purposes. 
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Personal WorkBook data may also be provided to external organisations under 

arrangements agreed by the company. The agreement is for the company to provide 

the data in return for the external organisation providing employees with 

advantageous offers. The company will supply personal data and WorkBook content 

regarding an employee only if the employee agrees to this. Such agreement requires 

an explicit consent. The employee can agree to some or all of their published 

(personal) data being shared, and can specify the types of organisation that can be 

given their data and the kind of offers they receive in return.  

 

Offers may be made in general terms to all employees, based on the anonymised 

aggregated data supplied. These offers can be delivered through advertisements 

carried by the WorkBook system. Alternatively, offers can be made to specific 

employees, delivered by the corporate email system. In addition, an employee can 

agree to their personal email address being handed to the external organisation, 

allowing the organisation to send them offers to their personal address.  

 

For example, employees may post information about their skiing holidays on 

WorkBook. An external organisation with access to these data may consider it 

advantageous to offer employees a good deal on group skiing holiday packages on the 

basis of the data they are given. The holiday company gets the opportunity to use 

highly targeted advertising and the employees can benefit from the discounts that can 

be offered as a result of the advertising being highly targeted. 

 

Another example is that a research company may use the WorkBook data to select 

candidates for a research project, based on lifestyle information and high integrity 

biographic data. The employees can then be asked if they would like to participate in 

research that they are likely to consider a good cause, e.g., support for a cancer 

research investigation.  

 

At any time an employee can change their privacy preferences and revoke their 

consent. 

3.3 Scenario Use Cases 

 

A comprehensive set of use cases has been identified and explored to capture user, 

legal and technical requirements, as shown in Table 1. 

 
Table 1: Use Cases 

ID   Generic Use Cases  

UC1   Mary is hired at Company X 

UC2   Mary voluntarily joins a few company initiatives  

UC3   Company X changes the provisioning of some services provided to Mary  

UC4   Mary changes her affiliation to a few of Company X services  
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UC5   Mary changes some of her personal data (profile)  

UC6   Mary changes roles and gets promoted  

UC7   Mary is temporarily seconded in a new department, in a different country  

UC8   Mary comes back to UK  

UC9   Mary has a sick leave for 6 months  

UC10   Phil, a Contractor, joins Mary's team  

UC11   Company X introduces new data analytics tools  

UC12   Mary fires Phil because of misconduct  

UC13   Mary gets demoted  

UC14   Mary leaves the company  

 

ID 

  

WorkBook Specific Use Cases  

UC15    Mary starts using Company Xôs WorkBook service   

UC16    Mary elects to allow a subset of her WorkBook data (her Profile)  to be 

given to External Organisations   

UC17   Mary uses the WorkBook service to book holidays 

UC18   Mary changes her preferences in the WorkBook service 

 

ID 

  

Enterprise Administrative  Use Cases  

UC0.1    Setting the storage of personal data and Consent and Revocation 

preferences   

UC0.2   Setting the policies 

 

This list of use cases also includes generic use cases related to Maryôs career 

evolution in the organisation, and choices and use cases specific to the usage of the 

WorkBook service and Administrative use cases. 

 

A detailed analysis of each use case is available in Appendix A. This analysis has 

identified a comprehensive list of needs and functional requirements that have been 

subsequently used to drive the design of the EnCoRe technical architecture. This list 

is presented and described in Section 4. 

 

This analysis has also helped to identify a significant subset of the use cases, to focus 

our effort on consent and revocation management as well as to provide a manageable 

set of use cases to be implemented in a prototype by the EnCoRe project. The selected 

use cases have been highlighted in red in Table 1. 
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These use cases have been selected to cover the basic functionalities in terms of 

consent and revocation management. These include giving consent, changing it, 

allowing for data to be disclosed to third parties, revoking it and exercising the subject 

access request rights. UC1 and UC14 have also been included to enable the 

management of the two extreme situations for an employee and related PD.  
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4. Functional Requirements 
 

A list of needs and related functional requirements (FRs) has been extracted from the 

selected use cases (see Appendix A for details):  

 

Á FR1: Capturing data subjectôs Consent with data 

Á FR2: Changing data subjectôs Consent 

Á FR3: Capturing  data subjectôs Revocation 

Á FR4: Changing data subjectôs Revocation 

Á FR5: Association of Consent/Revocation  to Data 

Á FR6: Tracking Data and associated Consent & Revocation (metadata) 

Á FR7: Enforcement of Consent and Revocation 

Á FR8: Auditing 

Á FR9: Compliance Checking 

Á FR10: Feedback & Notification 

Á FR11: Transmission of data and associated Consent 

Á FR12: Propagation of consent changes (on various data instances) 

Á FR13: Propagation of revocation changes (on various data instances) 

Á FR14: Deletion of data and/or metadata 

Á FR15: Exercising the data subjectôs right to know data that is held by the 

organisation, along with Consent & Revocation 

 

Table 2 (consisting of two parts) illustrates the outcomes of our analysis, in terms of 

which needs and functional requirements have been derived from each selected use 

case (we exclude UC 0.1 and UC0.2 as they deal with administrative issues). 

 
Table 2: Functional requirements 

Part I FR1 to FR8 

 

 FR1 FR2 FR3 FR4 FR5 FR6 FR7 FR8 

UC1 X    X X X  

UC5 X X X  X X X  

UC14   X X X X X  

UC15 X X   X X X  

UC16 X X   X X X  

UC17 X X   X X X  

UC18   X X X X X  
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Part II FR9 to FR15 

 

 FR9 FR10 FR11 FR12 FR13 FR14 FR15 

UC1  X X     

UC5   X X X   

UC14   X  X X X 

UC15   X     

UC16  X X X    

UC17  X X X    

UC18  X   X X X 

 

 

 

It is important to note that functional requirements FR8 (Auditing) and FR9 

(Compliance Checking) are currently not explicitly covered by the use cases. This 

reflects decisions and assumptions that are discussed in Section 6. 

 

Specifically, in FR8, we currently assume that logging capabilities are available for 

each use case. FR9 requires additional work and exploration of the technical 

implications within EnCoRe.    
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5. High Level Principles & Technical Architecture  

5.1 High Level Principles 

The principles which underpin the high-level architecture are the following: 

 

¶ Individual employees are entitled to express, in detail, their consents and 

revocations about the usage, processing and disclosure of their personal 

data; 

¶ Mechanisms are made available to the organisation to explicitly enforce 

consent and revocation; 

¶ Privacy-aware access control policies can be used and customized to enforce 

consent and revocation, along with traditional security policies and 

constraints; 

¶ The organisation is able to track where personal data are stored and used; 

¶ Degrees of (indirect) control are retained by the organisation and employees 

when personal data are disclosed to third parties. 

 

The resulting high-level architecture is an ideal model that makes some strong 

assumptions. For example, it assumes some ñstandardò way to deal with 

account/record provisioning and configuration management, e.g., by using Identity 

Management solution suites. This might not be the case for particular organisations 

that have developed ad hoc IT infrastructures or rely on manual administration of 

accounting and IT systems. Applications and services should also be instrumented, to 

allow the enforcement of policies (along with expressions of consent and revocation) 

and interactions with the other model components. This might be possible for new 

applications and services, by applying a ñPrivacy by Designò[38] approach. For 

legacy applications, ad hoc wrappers (of varying degrees of security) might be the 

only possible solution, or no changes might be feasible at all. 

 

Another strong assumption is that there is a need to have knowledge of where data are 

stored and to have ways to intercept programmatic or manual flows of data. This 

again might not be the case, in general, as organisations might not even fully know 

where customer data or other personal data are stored. However, in the absence of 

this, only limited management of consent and, more importantly, revocation might be 

possible. Hence, it is a key requirement to know where data are. 

 

Finally, to work systemically across organisations, a similar model should be adopted 

by all the involved parties. In some contexts this might be achievable (e.g., in supply 

chains), but others might require expensive changes and adaptations. 

 

5.2 Technical Architecture 

Based on the analysis of use cases and related needs and functional requirements, a 

high-level EnCoRe architecture has been produced, as shown in Figure 2. This 

architecture is also an evolution of prior work and analysis described in [34]. 
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The diagram and list below are an abstraction of the architecture, for which the more 

refined descriptive diagram and list are given in Section 6. 
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Figure 2: High level architecture 

In order to move towards the satisfaction of the requirements identified in Section 4, 

we envisage that the high-level architecture should include the following components: 

 

¶ Personal Consent & Revocation Assistant: this component assists and provides 

a human-computer interface to help employees express their consent (opt-in/opt-

out choices, privacy preferences, etc.) and revocation requests, along with an 

explanation of privacy practices provided by the organisation. It can be triggered 

(e.g., via a plug-in in a web browser) during data disclosure processes, in order to 

provide suggestions and default values for consent, given the nature of the data. It 

keeps historical traces of data disclosures, along with revocation requests. 

 

¶ (Virtual) Data Registry : in order to be able to deal properly with consent and 

revocation management, an organisation must know all the locations where data 

are stored. This is the goal of the (virtual) Data Registry, which is a special 

repository (or an aggregation of synchronised repositories) that keeps track, for 

each known individual, where their data have been stored (in operational data 

repositories) within the organisation, which type of data has been disclosed 

outside the organisational boundaries and to whom. This component keeps track 

of expressions of consent and revocations for each managed personal data item. It 

is a critical component that has to be secured and protected. It also needs to be 

continually updated, in order to provide value to the organisation. This can be 
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achieved by a mixture of automation (provisioning services) and manual 

intervention by administrators, for example in the context of well-known business 

processes and procedures. 

 

¶ Data Viewer & Manager: this component enables employees (and customers) to 

make data subject access requests, i.e., to explicitly ask the organisation about the 

types of information that have been collected and stored about them ï along with 

their expressions of consents and revocations. This information can be retrieved 

from the (Virtual) Data Registry.  

 

¶ Consent and Revocation Provisioning: this component is in charge of 

automatically and systematically updating the Data Registry every time there is a 

new expression of consent and revocation (either for new, i.e., previously 

unknown, individuals or known ones). It can be seen as a component of 

consolidated individual record and system provisioning solutions, specialised to 

deal with the provisioning of consent and revocation. In this context, it is in 

charge of updating individualsô preferences and constraints that affect the 

enforcement of access control and obligation policies. An expression of consent or 

a subsequent revocation of consent will affect how applications and services will 

access data. 

 

¶ Privacy-aware Policy Enforcement: this is a component that deals both with 

access control policies on data and data lifecycle management, driven by 

individual preferences, consents and revocations of consent. It mediates access to 

data by intercepting applicationsô and servicesô requests, and is driven by 

enterprise policies and individualsô preferences, including the consents given by 

individuals (e.g., allowing the usage of personal data for specific purposes, in a 

given timeframe). This can be achieved by using enhanced Policy Enforcement 

Points (PEP) and Policy Decision Points (PDPs). It can also support privacy-

aware lifecycle management of data, driven by obligation policies and 

individualsô preferences (e.g., deletion or minimisation of data after a predefined 

period of time). Interception points are required for applications and services 

when accessing data. For legacy applications this might be a difficult requirement 

to satisfy. 

 

¶ Disclosure and Notification Manager: this is a component (with a related 

notification infrastructure) to intercept and keep track of flows of personal data, 

within and between organisations, and to propagate the associated consent and 

revocation preferences. Applications and services might need to be instrumented 

with agents that communicate with this component. It interacts with the Data 

Registry to update data locations and related consent information. Changes of 

consent and revocations are propagated to known data locations (within and 

outside the organisation) by means of notifications. Requests for reconfiguration 

may be sent to the consent and revocation provisioning system to reflect any 

change. These notifications might require (non-repudiable) acknowledgements, by 

the involved parties, that are going to be logged and audited. Ideally, third parties 

that receive personal data from the organisation, (along with associated consent 

and revocation preferences) should adopt a similar model and architectural 
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approach, to ensure a consistent management and enforcement of consent and 

revocation. However, the EnCoRe architecture does not mandate this. The 

EnCoRe architecture and approach ensures that, at least, information of disclosed 

data is tracked in the Data Registry and can be retrieved later on, for example for 

audit trails.   

 

¶ Audit:  this is an component to log and keep track of what happens to PD, consent 

and revocation during operational and administrative activities, inclusive of flows 

of personal data within and outside the organisation. 

 

¶ Trust Authority:  this is a component to deal with any required certification and 

issuance of digital certificates for  information security purposes. 

 

¶ Risk Assurance: this is an offline component that is used by the enterpriseôs 

privacy administrators to assess current risks, based on known threats, and to 

provide indications of compliance. Based on these threats, known information 

flows, involved types of data and security aspects (of IT infrastructures, people 

and applications/services), this component can identify the level of risks, using 

known risk heuristics and rules, and suggest actions, such as investing in the 

instrumentation of critical applications or forbidding particular flows of 

information, etc.  

 

This model is compatible with the PRIME Toolbox [24], with regards to privacy-

aware policy enforcement (inclusive of privacy-aware access control, data handling 

capabilities [24] and obligation management [10, 11]). However, it aims at explicitly 

providing consent and revocation functionalities by introducing the concepts of 

ñconsent and revocation provisioningò and ñdata registryò, along with the ñdisclosure 

and notification manger capabilityò.  

 

At the time of disclosing personal information, individuals can express their consents 

in detail. The Personal Consent and Revocation Assistant is a critical part of helping 

people in assessing the situation. This requires further research in Human-Computer 

Interaction (HCI), in the directions suggested by [22, 33]. Once data are disclosed, the 

location of where data are stored, along with a copy of the consent statement, is stored 

in the Data Registry during the provisioning phase.  

 

Access requests to data (by individuals, applications and services) are intercepted by 

the privacy-aware policy enforcement component to ensure the enforcement of 

security and privacy policies, including individualsô fine grained consents and  

preferences. This component handles the lifecycle of data, driven by the enforcement 

of obligation policies [10]. When personal data are disclosed to other locations within 

and outside the organisation, the Disclosure & Notification Manager keeps track of it 

and updates the Data Registry. Non-repudiable notifications of success or failure (by 

the involved parties) are logged by the auditing system. Similarly, changes of consent 

or revocations by individuals are propagated by this component to all the involved 

parties and the Data Registry is updated.       
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5.3 Mapping Architectural Components to Functional 
Requirements 

 

The architectural components have been designed to implement each functional 

requirement described in Section 4. 

 

The following list shows, for each functional requirement, the components that are 

involved in handling it: 

 

¶ Requirement: Capturing end-user consent with data  

o Personal Consent & Revocation Assistant  

o Offline Process and C&R Mapper (mapping C&R into the system)  

 

¶ Requirement: Changing (end-user) Consent  

o Personal Consent & Revocation Assistant  

o Offline Process and C&R Mapper (mapping C&R into the system)  

 

¶ Requirement: Capturing end-user Revocation  

o Personal Consent & Revocation Assistant  

o Offline Process and C&R Mapper (mapping C&R into the system)  

 

¶ Requirement: Change end-user Revocation  

o Personal Consent & Revocation Assistant  

o Offline Process and C&R Mapper (mapping C&R into the system)  

 

¶ Requirement: Association of Consent/Revocation to Data  

o Consent & Revocation Provisioning  

o Data Registry  

o Privacy-aware Policy Enforcement  

o Trust Authority (see sticky policy approach)  

 

¶ Requirement: Tracking Data and Metadata (Consent & Revocation)  

o Consent & Revocation Provisioning  

o Data Registry  

o Privacy-aware Policy Enforcement  

o Disclosure and Notification Manager  

o Agent (instrumenting Apps/Services)  

o Offline Processes  

o Personal Consent & Revocation Assistant  

 

¶ Requirement: Enforcement of Consent and Revocation  

o Privacy-aware Policy Enforcement (access control, obligations, etc.)  

 

¶ Requirement: Auditing  

o Audit (logging, ...)  

 

¶ Requirement: Compliance Checking  
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o Risk Assessment  

o Compliance Checking 

 

¶ Requirement: Feedback & Notification  

o Disclosure & Notification Manager  

o Agent (instrumenting Apps/Services)  

o Personal Consent & Revocation Assistant  

 

¶ Requirement: Transmission of Data and Associated Consent  

o Disclosure & Notification Manager  

o Standard Enterprise Processes and Systems  

o Communications between various EnCoRe and non-EnCoRe 

components  

 

¶ Requirement: Propagation of consent changes (on various data instances)  

o Agent  

o Disclosure & Notification Manager  

o Data Registry  

o Consent & Revocation Provisioning  

 

¶ Requirement: Propagation of revocation changes (on various data instances)  

o Agent  

o Disclosure & Notification Manager  

o Data Registry  

o Consent & Revocation Provisioning  

 

¶ Requirement: Deletion of Data and Metadata  

o Agent  

o Disclosure & Notification Manager  

o Data Registry  

o Offline Processes  

 

¶ Requirement: Exercising right to know data that is held by the enterprise, 

along with Consent and Revocation  

o Data Viewer & Manager  

 

¶ Administrative Requirement:  Enterprise Privacy Policy Administration and 

Management  

o Policies  

o Policy Administrator  

 

Two related core aspects have been analysed to animate the architecture and further 

make progress towards its refinement to implementable solutions: 

 

¶ Data Model: this is concerned with how personal data are stored and how 

consent and revocation preferences can be associated to these. This is an 

important aspect, as it has an impact on privacy-aware policies. Section 5.4 

provides more details. 
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¶ Privacy-aware policies: privacy policies (coupled with traditional security 

policies) are key to determining who can access which personal data, 

consistent with data subjectsô consent and other privacy and security 

constraints. They are a core part of the architecture, and require proper 

analysis to ensure the satisfaction of various needs and requirements in terms 

of consent and revocation management. Section 5.5 provides more details.  
 

5.4 Data Model 

 

The definition of privacy policies that allow personal data to be accessed only if data 

subjectsô consent/revocation preferences are satisfied (along with other security and 

privacy constraints) needs to be able to: 

¶ Refer to these preferences and understand their meaning; 

¶ Refer to the personal data to be protected; 

¶ Understand how preferences relate to personal data. 

 

A data model is required to specify this information, so that it can be taken into 

account within policies at enforcement time. We took into account current 

UK/European data protection legislation and data protection/privacy guidance from 

bodies such as the Information Commissionerôs Office and the Article 29 Working 

Party.  The data model helps to achieve this by defining where and how the personal 

data and the corresponding preferences are stored in the EnCoRe system.  

 

Various considerations have an impact on the data model. Among these, there is the 

nature of the data stores. Indeed, as different data stores can have different data 

representations and different data access mechanisms, the data model can change 

when the nature of  the data store changes.  If, for instance, data are to be stored in 

some LDAP directories, then the data model will need to be hierarchical; however, it 

will need to be flat if relational databases are used. 

 

Another aspect that impacts on the data model is the manner in which preferences are 

to be linked to personal data. Three approaches are possible (refer to Appendix C.2.3 

for details): 

¶ Predefining types of ñprofileò 

¶ Assigning preferences to each data item 

¶ Assigning preferences to a group of data items 

 

Each approach can require different mechanisms to be defined to allow the 

preferences associated with data items to be retrieved.  

Finally, the location(s) where the data are stored can also impact on the data model. 

Indeed, if personal data and preferences are stored at different locations, then it is 

important to guarantee that it is always possible to link any data item to the 

corresponding preference (i.e., to locate the preferences associated to a data item).  

This may require specific identifiers to be defined. 
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For this first case study, we have chosen to: 

¶ Use relational databases 

¶ Store personal data in the enterprise databases 

¶ Store preferences in the database of the registry component 

 

The definition and full discussion of the data model is available in Appendix C: Data 

Model. 

 

5.5 Privacy-Aware Policies 

The EnCoRe project analysed various privacy policies using a top-down approach, 

starting from high-level (legal and social) policies and proceeding down to technically 

enforceable policies.  

 

We took into account current privacy and data protection legislation and guidelines. 

We then extracted common policy patterns, requirements and constraints of relevance 

in terms of privacy & consent and revocation. 

 

We subsequently analysed how these requirements could be mapped into technically 

enforceable policies. It is beyond the scope of this document to provide details of this 

process. More details can be found in [35].  

 

The remaining part of this section describes the technical aspects related to privacy 

aware policies.  

 

Privacy-aware policies can cover a wide variety of aspects, including access control 

[9] and privacy obligations [10]. For the purpose of this first EnCoRe case study and 

technical architecture, only privacy-aware access control policies have been 

considered, as they are essential to the management and enforcement of consent and 

revocation. Future versions of the EnCoRe architecture will explicitly handle 

obligation policies [10].  

 

Our drivers have been the following: 

 

¶ Enable the protection of personal data. 

¶ Avoid creating yet another policy language and framework. 

 

The remaining part of this section provides more details about the rationale 

underpinning the suggested management of privacy-aware access control policies and 

related important principles that we have taken into account. This includes a brief 

analysis of the technical concepts and requirements underpinning technical privacy-

aware policies. 

 

The Privacy-aware Policy Enforcement component of the EnCoRe architecture 

provides two enhanced versions of the: 
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¶ Policy Enforcement Point (PEP): this component intercepts requests to access 

all data and, for  personal data, requires access decisions to be made by the 

Policy Decision Point 

¶ Policy Decision Point (PDP): this component makes access control decisions 

based on a variety of aspects, including security, privacy and data subjectsô 

preference constraints. 

 

To ground this analysis in how policies can actually operate to enable the enforcement 

of consent and revocation, two simple technical privacy-aware policies have been 

considered and consistently used in this section: 

  

      1)  ñAccess to PD must be allowed only to people with approved access          

            rights/rolesò  AND  

      ñfor purposes agreed with the data subjectò AND 

            ñby enforcing any additional privacy preference agreed with the data    

            subjectò 

 

2) ñA data subject must be notified of any disclosure of their PD to third parties, 

in accordance with the data subject's privacy preferencesò 

 

Policy (1) is an access control policy, taking into account: 

 

¶ Security constraints (checking the access requestorôs credentials, role, etc.) 

¶ Privacy constraints: checking for the purpose of accessing data and 

satisfaction of data subjectsô privacy preferences (e.g., limitations on who and 

where data can be disclosed, specific preferences on secondary usages, etc.) 

 

Policy (2) is actually an obligation, more specifically an access-control driven 

obligation. It can be addressed in the traditional context of access control policies and 

hence is within the scope of this first EnCoRe technical architecture. (This first 

version does not consider obligations that are not driven by access control [9,10], e.g., 

deletion or minimisation of data after predefined period of time, etc.) 

 

These policies are enforceable within the underlying technical Privacy-aware Policy 

Enforcement component discussed in the EnCoRe high-level architecture, and 

conceptually illustrated in the figure below: 



EnCoRe: Ensuring Consent and Revocation 

 

26 

 

 
 

Figure 3: Privacy-aware policy enforcement 

One of the desired outcomes of the enforcement of privacy-aware policies is to ensure 

that only the appropriate data/information can be accessed by the data requestor, in 

accordance with pre-existing constraints and preferences. 

 

For example, see the following figure, illustrating a simple case where PD is stored in 

database along with simple expressions of individualsô preferences/consents regarding 

purposes for using their data.  

 

Here, a privacy-aware access control system is deployed to enable control of access to 

data based on (a) traditional security constraints (checks on roles and identity of the 

requestors) and (b) privacy constraints (based on individualsô preferences/consents) 
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Figure 4: Privacy policy enforcement example 

 

In this example, a basic privacy-aware access control policy (in a pseudo-technical 

language) could look like the following:  

 

Target:  <Database:DB1, Table:T1> 

 

If  DataRequestor.Role==ñStatisticianò and DataRequestor.Intent == ñMarketingò 

Then 
   Allow Access (T1.Condition,T1.Diagnosis)  

   & Enforce (Consent) 

 

Else If DataRequestor.Role==òScientistò and DataRequestor.Intent == ñResearchò 

Then 
   Allow Access (T1.Diagnosis)  

   & Enforce (Consent) 

Else Deny Access 

 

 

The effect is that the data requestor can access only the data he/she/it has rights to 

access (based on security constraints) and has consent for (based on privacy 

constraints), for a specific intent. Any other PD would be filtered out/not accessible.  

 


