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Summary
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StudyT an Enhanced Employee Data Scenali@lso describes that scenario
and its requirements regarding consent management.
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Executive Summary

This document is a formal delirable of the EnCoRe project.dontains the definition of the
EnCoRe Technical Architecture for the first realized C&&mly: an Enhanced Employee
Data Scenario. It also describes that scenaiiospecifically the use, by employees of an
organisation, of a Web2$tyle service for workelated and personal purposiesand its
related requirements regarding consent managemkase requirements were gathered and
defined by legal and social science reseavithin the EnCoReproject and were influenced
by its concept formalisation research.

The scope of the EnCoRe Technical Architecture for this first Case Study enconalbhsses

the technical functions required for the management (including capture and revocation) and
enf orcement of I ndi vidual s6 consents that a
technical architecture is the bletdwvel design of the necessary tewal system, at the level

of functional blocks (i.e., software and service components) and the data flows between them

and to/from humans, other technical systems, compliance and other business processes and
regulatory environments. Its goal is to providee basis for an EnCoRe reference

i mpl ementation that validates the approach ¢
approach is to start with contextual information and overviews, and incrementally refine the

level of detail. Most of thigletailis contained within Appendices.
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1. Introduction

A core oljective of the EnCoRe project [7] is to progress and advance theostate
the-art in consent and revocation managerand enforcemenfrom a variety of
perspectivesincluding social, legal and technologieaipects

This documentonsidersthe technicalangle and describes the EnCoRe Technical
Architecturear i si ng f r o finst selected gaseosjudwbich Foguseson
normal and enhanced uses of employee daaa emterprisescenario The aim of this
documents to providet h e p rfirstjteehnitalieserence modednd architecture

for the explicit management of consent and revocation within and across
organisations.

It is common practice for enterprisesd other organisations to collecrgenal data
(PDy and confidential information inorder to provide services to individual
consumer®r employeesndto enable business transactionse3épersonadataare

often stored, proessed, aggregated and shared with third parties. In addition to
enterprises, government agencies andoramerce ites, new Web 2.0 social
networking sites (e.gFacebook, LinkedIn, YouTube, et@hdfederated and cloud
computing services are increasinglyleoting and using personal information.€Ele

data can range fronpersonally identifiable information (P)l)work-related and
financial information to personal pictures, videos and descriptions of personal
experiences and life matters.

However people are@ncreasinglyraising concerns about the lack of effective control
over theif data oncehey havebeendivulged by themandover the fact that thse

data could be misused or shared with other parties without proper consent. In essence,
these concerns involve security and privacy aspects. The mais aiskthat
personally identifiable inforation and otherpersonal datacould be collectedvhen

not actually required to achieve an agreed goahd later beused without
authorisation or be widely exposed Individuals, in geeral, are not aware of how

their personal information is actually used, for what purpodgendnch parties have a
copy.They are not usuallgiven the opportunityo declaretheir specificconsents and
privacyrelated personal data managememeferences.An interesting example,

hi ghlighting these concer ns, toigatherttheiat N8 8 %
consent ). Adother gample is that over 72% of people surveyed do not
know that charities do not need permission to sell or rent their names and addresses to
other chaities [3].

Ln this document, we use therter ient er pri seo to refer g-®aeerganisaidnl vy to any
However, many of the points we make are equally applicable teommercial or state organisations.
2l n this document we mainly usetitohne fAtPeDrom fbpuetr saolnsad tdhaet atoe

informationo, fipersonally identifiable informationd (an
similar meanings, i.e., information pertaining to a specific individual. We sometimes refer to aduialdas a
ffdata subjecto. We use the term fApersonal datao in the

expressly that we are doing so.

3 In line with current English law, possessive references to personal daia siotument do not assume that a
data subject has any proprietary rights in personal data. All such references should be read as personal data
relating to a data subject.

1
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This applies also in an enterprise scenaiere employees miglitave no choice but
to disclose a large amount of personal and financial informaboth to the

employing organisationitself and potentidy to third partieswith links to the

organisation.

In theory, prior to disclosing their datadagiving any consent, individua(ge., the
data subjects3hould be informed about: therpose(s) for whichsuch datawill (or

may) be usedyhere it will be storedthe expected retention timé; and which other
parties are involvedthe amount andhe sengivity of the information exchanged,;
whether the data will be shared onwsrd/et other partieshetherthe consent to use
thesedata can be revoked. Laws (e.§U Data Protection Directive 95/46/E&hd
national transpositions of thisfc.) aml privacy gui@lines [4, 5] are already in place
and (to some degree) mandate this, but there is little assurance that they are actually
enforced. The terms ofansent for using personal data for specific purposes, under
certain conditions, and any subseqgtrevocation of this consent will determine how
personal data should be handled ahey have been dsclosed.

In practice, everwell-intentionedorganisations struggle to take into account and
enforce indivi du adet statement.68e rorganisations danol c o
even fully know where cus tasestereddndtheinlid ot her
infrastructures, who can actually acctssmand howtheyflow around. Thepractical

management of revocation of preuslystated consent is evanore challenging
Dataareusually copiedor moved around in different systems and can be released to

other paties. Consent declarations rarely follovesedata. In this context, managing

revocation could be hard not impossble.

The concepts aforsent and revocatioare not new, at least from a legal pectipe.
However, little progress has been madenderstanding the practical implications, in
particular within large organisations, including actual requirements atehtal
technical approads to satisfy (part of) themfurther complexity comes from
changing legal requirements (and the global complicatiohsdifferent legal
jurisdictions having differing requirements and approaghesd hence the difficulty
organisationshavein being compghnt and alsan knowing whether or not they are
compliant. In thisdlocumentve take these legal notions into account but it is beyond
our scope to provide an analysis of all related laws andatsgns.

A key problem is how to effectively enable indivials to express their consent for the
usage of theipersonal datand (subsequently) to revoke this consent if they change
their minds. A related problem is how to enable gamiges to effectively manage and
enforce both consent and revocatiditso, complexity in the processg of providing
detailed consent and expressing privacy preferences could undeimmel i vi dual s 6
trust and willingness to further disclose personalrimfation and engage with web
services [6].Ad hocand reactive approaches to thamagement and enforcemaeit
consent and revocation by organisations also limit their chances to aelfleetisely

the problem, especially when this is coupled with culyemtadequateaudit and
tracking approaches for personal/sensitive informatwngress needs to be made in
this space: there is ap@ortunity for research and development of new solutions that
take into account current IT and organisationalst@ints.

2
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This EnCoReTechnical Architecture has been designed taking into account a
variety of inputs fronvariousEnCoReproject Work Packages (WPs), including WP1
(concepts and taxonomy), WP3 (user requirements and social aspects), WP4 (legal
requirements) and WP5 (risk analysis, assurance and compliance management), as
well as an explit analysis of an enterprise scenario, related use cases and
implications for consent and revocation.

The remaining part of this document is structured as follows. Section 2 provides some
additional analysis of the concepts of consent and revocationors8atlescribes the
specificEnhanced Employee Data Scendhat has characterised our first case study
along with its various implications. Functional and technical requirements, derived
from our overall analysis, are described in Section 4.

Section 5is the core part of this document, highlighting the higkiel principles
underpinning our architectures well as providing a highlevel overview of the
technical architecture and related assumptions, sudhosgon policies and data
models.

Section 6providesa refined version of théechnicalarchitecture, based on further
assumptions and providing additional technical detail. The aim of this seatomy (
with theassociated apperwdi is to provideall the required specificatiorend design
detals necessary for EnCoRe WR®& provide dirst implementation of a prototype

Section 7 providea conclusion.

More details about concepts, design choices, analysis of use cases and technical
aspects can be found in the Appeedi SpecificallyAppendk A provides a detailed
analysis of the use cases involved in tBehanced Employee Data Scenario
Appendix B further discusses the technical interaction flows for the refined technical
architectureFinally, AppendcesC and D respectively provide moretdis about the
datamodel andpolicies. Appendix E summarises some related work by others.
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2. Analysis of Consent and Revocation Management

A key aspect of the technical architecture described in this document is iig tabil
explicitly managedata sb j e ¢ t s Gegarding theasa, processg and disclosg

of their personal dataand the revocations of these consent® data subjects can be
individual peoplein a variety of roles, e.g.employeesgcitizens, consumeysetc.
according to the contéxalthough in the remaining part of this document we may
sometimes refethemgenericallyas individualsThis section reflects our analysis of
these concepts ligkinginto accounbtherEnCoRe work on terminology.

The concept otonsentis not new. i has been discussed in a variety of scientific
papers, privacy reports and legign (e.g. [4, 5]). In the latter, consent is often used
as a synonym f or ftherdluotaryregréement of anendividual i . e .
for the specific use of his pensal informationon the basis of knowledge of what it

will be used for, by whom, where it will be stored, how it will be protected, etc.
Fundamentally, it is a statement that captures the wgilées of individuals (data
subjects) that their data could lsed for specified purposes, under vasfined
conditions and ciramstances. For example, individuals mightvai#ing to allow an
organisation to use their financial data for transactional agohgat purposes or to

allow companies to use their addrestoimation for delivery and sending contextual
mai | . The t emcompasdeawhrenesgileedndividual must know why

his dataare collected, who will have access tlem etc) and comprehension (the
individual must have an accurate interpretatcdnwhat he is asked to consent to)
whi | &s efmdnabmpasseyoluntariness and agreement [2]. In other words,
consent should b&eely (i.e.,, with no coercion) giverafter the indvidual has been
informed about the implications of his choices and haly fuhderstood these
implications. In order to translate legitimate individual will, consent shoukpkcit
andauthentic i.e, it should not be given by another entity than a legitimateviddal

and not be modifiable by other entiti@gthout valid authorisation To fulfil the

former, the individual should perform an action that proves his cqngkit¢ for the

latter, the source of a consent statement must be authenticated and the integrity of a
consent statement must be gusead.

Consent can beonditional, e.g.given for specific purposes. It could be given by
peopleto be valid only ina weltdefined timeframe or just under wsibecified
circumstances. For exampladividuals might give consent to use their personal data
just for a specificbusiness trasaction and hencehere would be no consent for
subsequent usages of this data.

Consent is sometimes conhdedwith blanketoptin/opt-out choicesSuchchoices
define broadcriteria and conditionsngder which data can be used, for examipie
namedpurposes (e.gmarketing, research, etc.) or to receive notification® share
data with generic third parties. Howeveuchoptin/optout choicesdo not usually
define aspects of data retention, how personal data should be procetsedhich
parties data could actually be disclos@tiey are simple, binarygnd typicallynot
fine-grained they do not allow data subjects to specify how they would like their
personal data to be manag&wr example, an individual can emit from leceiving
4



En®@Re: Ensuring Consent and Revocation

further emails relating to commercial prodydisit doing sodoes not necessarily
mean thather email address igenerallyinaccesile or that the organisations
requiredto delete it Consent can be broadly cheterised by a wider set dine-
grainedprivacy preferences and constrairiisth on personal data and heuch data
shouldbe usedincluding specific permissions (to disclose data, for specific purposes,
to specific entities) and obBjons (such asfor deletion or minimisation or
anonymisatn of data items, after a period of time or some evemmgam.

I n other words, individual sd preferences al
than just being a mere case of setm of options, such as for ept/opt-out choices.

An objective é the EnCoRe project is #nable the data subjectspecify to a finer

degree thaa simpleoptin/opt-out choice.

The specification of consent makes sense when associated with (or referring to) data.

It can be finegrained, i.e.specifcally refersemrately to different items gfersonal

data. It defines constraints and refments ofor gani sati onso® policies
with data (i.e.access control, privacy and obligation policie&.). It can be seen as

Amet ad a itatadvith peyseonalada.

Enforcement of consent requires that each time data are accessed by thetimganis
the constraints (and any additional related policies) specifying how the individuals
want their data to be dealt with, must be taken into account. Conseagemaenand
enforcement is of little value if it can be easily bypassed by people or
applications/services.

Complexity comes from the fact that personal data can be copied into multiple

ent erpriseséo syst ems and roansers cand aalatedl n d . | f
preferencesre split from the data, then violations of privacy and thegjuirements

are likely tooccur more casually, easily and oftefherefore, consent and related
preferenceshould be bound to data in such a way that they cannot bextegfy and

data should be dealt with as specified by the individuna theconstraintsespected

by the data preessos. This is particularly hard to achieve when datedisclosed by

an organisation to third parties (e.m a supplychain). A third party receivig the

data should also comply with préfeeencesndi vi du
Hence, the management of consent has strong implications feu¢hehird partes

in terms of setting robust access control and privacy enforcement mecsasssall
astechnological and legablutions to enforce related obligations andstaints.

Consent declarations are not static. People should be entitled to change their mind,
hence consestcan change over time ar@hn be revoked. For example, a person
might have given consent to use her medical data for research purpose, for a
precefined period of time. She might then change her mind,stuodildbe enabled to
revoke that consent, or change it, by qualifying it with different privacy preferences.

On the oher hand, e concept ofevocationof consent is currently not very well
understood, in particular in terms of its implicationsdoterprises
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In information securityrevocationdesignates the process that renders an object (e.qg.

a public key, a cefticate, etc.) invalid. When revocation is applied to the broader

concept of consent, there are wider and more subtleidnapt i on s : Airevoca
designates the process that permits an individual to invalidate or modify previously

given cansentrelating tohis or herpersonal data. This revocation should apply to any

copy or instance of #sedata,both within the organisation that initially dected it

and in any other third party to whichefedata were subsequently disclosed. In

practice this is hardbtachieve.

As with consenstatementsfor revocation requests the source oéweocationrequest

must be authenticateand theintegrity of a revocation request must be checked.
Mechanisms must be in place in organisations to check the current stetasnt,

and ensure that it has not been revoked. Anepuadiable proof that revocation was
executed should be sent to the requester. REwacrequests could happen at any
time. Revoetion should be enforced in a reasonable time, as requested by the
individual.

The management of revocation requests can have consequences on data stored at
different places within the orgamigon. If personal data &re copied to various

systems of an organisation and also disclosed to third parties, a changseuit ¢

revocation of consent) must be notified to all the involved entitres actioned by

them Ot herwise this would rences.l ate i ndividua!

It is important to understand that revocation can be-gnaned and qualified by
particularattributes. It might not just be amaer of #Aturning offo th
given on a set of personal daitasteadthere could be degrees of revocation, affecting

specific data items. For example, an individual might give consent to use their

personal data(including email and home address) for financial, research and
marketing purposes, for a defined timeframe. Later on he or she reigikertheir

consent to use their email address, for any purposes beyond notifications of financial
transaction, for ano#r preafined period of time.

Revocation can be reversible or irreversible. In the above example, the revocation of
consentto use the email ddress could be reversible. The email address idikély

to bestored by the organisation, only the wayan be used has change@n the

other hand, e individual might have qualified their revocation request, by requiring
the deletion of the email address. In this case, revocation is irreversible. Depending on
the context, setting and involved partiesthere can be a significant range of
implications of managing consent and revocation.

In the remaining part of thidocumentwe focus on théenhanced Employee Data
Scenario

The lifecycle management of personal data within and across organisationstedaffe

by consent , iemcesiandiotten @nstsaints, plong Witk the enforcement
of access control policies and related obligations. Consent and revocation themselves
have a lifecycle that need to be managed, impacting how personareatanaed.
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Figure 1 illustrates some of the different states of data (at different times) along with

related consent.
// Consent & D;tr;di[\)/iis;?s:ure \\
Revocation
Lifecycle

Individual:
Data Disclosure &
Consent

Data
With No Consent

Individual:

Revocation

of Consent individual:
Consent

Data Individual:
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_Indl idual: ) Individual: !ndlwdual: ) N
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Data Revocation
— ]

of Consent

- . With (Partial)
Individual: Consent
Consent/
Partial Revocation
\\ Usersdé Preferences, Access Cojl &

Enforcement, Monitoring and Auditing of Policies and Preferences

Figure 1: States of data with related consent

This lifecycle covers anindividual firstly giving consent andhen changing it over
time, (revoking or partially revking it) and the management and enforcement of
related obligation policies. Consent and revocatamtions can bedriven by an
organi sat i on 6 squakfiedéby iddavidudd ppeferericaslheseshave an
impact on the enforcement, monitoring and auditoigthe related organisational
standarcrivacy-aware access control and obligationi giels.

Data could have initially been disclosed by an individual with no expression of
consent (so, in they, thesedata should not be used but only retained) or have ended
up in this situation, after he or she revoked consent. Alternatively, data might have
been deleted (fAiNo Datao), as a result
individual preferenes Guch asobligations requiring the deletion of data after a
predefined period of time).

However, it is currently hard for individuals, in the first instance, to express and/or
change consent: they might not p@vided with a mechanismo do it or it may be

just partially enabled. Currently there is a lack of a flexible and systematic approach
to the management of consent and revocation, in a way that prosfibesive
individual control [36]

Research has been carried out to define prhaaegre acces control [9, 23, 24] and
privacy obligation policies [10] to enforce aspects of consent when accessing or
manipubting stored personal data.

of
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However, in practice, enforcement of consent and revocation is still a problem: actual
control and enforcememoints (such as the omeequired for privacyaware access
control and obligation management systems) may not be deployed within an
organisation or might be purely driven by security policies emsiderationsetc.

Most current approaches stdte base on costly humaroperatedprocesses that are
subject to failure. This is partially due to a lack of effective processes to map consent
declarations and changes of consent (eegocatiors) into actionableommandsand
aubmated processes.

It is not unommon that organisations might not even know where personahata
actually stored, as data might have begtensivelycopied ordisseminatedIf data

have been disclosed to third parties, there is the very complex problem of how to
propagate consent drrevocation to these third parties and how to haverasse

they are going to act on them.

Stickiness of consent to data is a relategic. Consent and revocation statements,

along with relfemragcdmdhei daan sdugpfticket adat a
to the personal data. This affects the enforcement of related policies and obligations

that are contdually affected by this metadata.

However, the data and metadata binding could be broken when copying data, moving
it around or sharing to thidrpat i e s . This negatively i mpact:
the enforcement of theiequests.

A related issue is the lack of effective standdat represenhg and disseminating
consent and revocatiostatements and commandsthin organistions and across
parties. This undermines the possibility efsy collaboration betweenwell-

intentionedorganisationsand currentlyrequires the definition of limited aratd hoc
solutions.

How can we helpwell-intentioned organisatios to improve and check on tie
prectices? On the one hand there is a need for better processes and technological
solutions to sustain them. On the other hand, there is a need for risknassand for

better assurance that all the involved partiesbafeavingas agreed. There issal a

need to provide assurance toiwiduals about current practices and how effectively
their consergand revocation requests arentied.

This is a complex research area impacting not only individuals and organisations but
also legislation and stdardisation.The nextsection provides more details about the
specific approach and wotkndertaken by EnCoRé& anEnhanced Employee Data
Scenario
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3. Enhanced Employee Data Scenario

The EnCoRe project selected tBehancedcEmployee Data Scenario ds first case
studyto explore the implications of handling consent and revocatibis choice has

been motivated by the fact thain the one handthe management oémployee
privacy in organisations is a walhderstood problepand on the other hand, srarea
presents interesting issues in terms of management of consent and reviocation
context where different business, legal and personal requirements need to be taken
into account Furthermore, we have been able to leverage direct expertise from
EnCoRe members in this space, in terms of legislation, user needs, processes, issues
and implications.Use cases are introduced and analysed from different perspectives,
including: technical, legal and individuals' requiremefg#se Appendix A for the
details) These ge cases are meant to illustrate key points affecting the management
of consent and revocatiqiC&R) suchas gathering consent or revoking it from a

user perspective; enforcirgpnsent and revocatiomithin organisational boundaries

and betweemrganisations; dealing with the overall C&R lifecycle and its impact on
data lifecycle, inclusive of natifications, auditing, assurance aspects, etc.

3.1Assumptions of Scenario

We consider employee data, specificdlly andd at a a s s wsensitied(dven b e 0
if not defined as such in legislationyuch as trade union membership,
financial/payment deta] home address details, family details, & focuson an
organisational scenario where personal data (primarily of employees) are collected,
storedand handled bindividuals applications, services and (external) third parties.

Personal data can be gathered by differentagghanisationsand servicesvithin the
enterprise (e.g.HR department, Payroll, Occupational Health department, pension
plan customer care department, helpsk and customeelationship management
services, welapplicationsto sell products, etc.). A variety of human and automated
processes can affect these data. Data can be moved around, within the organisation,
for processingurposes, e.gto deal with financial transactions, to handle hadgk
requests, for marketing and research purposes. In this scenario, data can also be
aggregated and manipulated. Under some circumstances, it can flow outside
enterprise boundaries, fexample inthe casewheresome of its services are provided

in thecontext ofa supplychain or by outsourced applications.

Individuals €.g., employees and customers) can interact with the organisation in
multiple ways, ranging from potentiglanonymais interactions (e.ga customer
guerying for information online) to the point where personal details need to be
disclosed to enable further interactions (eat the time of employment, for
purchases, delivery of goods, etc.). In this context, indilsdoeake decisions about

how to proceed, for example in terms of disclosing data (if they have a choice
employees might have no choice for certain types of data), based on a variety of

9
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factors, such as reputation of the organisation, perceived levelsbivorthiness and
degree of risk, perceived benefit of the transaction and clarity of the involved steps.

We specificallyconsideedthe case of avell-intentionedenterprise (e.gan employer

that is willing to improve its current C&R practice) thatingerested irsystemically
managing consent and revocation. Current identity management solutions and other
ad hocsecurity solutions used by enterprises can be dgeerto protect the access

and usage of data, but primarily from traditional securitysppectives. Information
lifecycle management solutions (including the ones dealing with data storage,
manipulation and minimisation processes, etc.) generally take into account business or
legislative requirements (e,@n data retention) but they are fgrdriven by privacy
aspects and/or specifically consent and revocation requirer(s¥gsAppendix A,
Section A.1General Legal Input).

Individual preferences and consgrdnd their dynamic managemeate usually not
directly factored into these proses, or are so but just in a limited waihen
dealing with privacy matters, there is usually reliance on human processes tat are
hocandmoresubject to failureshan automated process®ge explorethe case where
additional solutions and processas available to track the flow of daandenforce

the terms of consent and revocation when accessing and managing data. In this
context, the actual accessed personal data will depend on the context, consent
specifications and deployed policies.

Ideally, the enterprise should be aware of where persdatlare stored and used
within its boundariesand of how and where datare flowing across them. Risk
assessment solutions should be available to assese e n tcerrerqi comdiande s
stateand make pvacy-aware decisions on its practice and processes. Individuals, at
the time of disclosing data, should be entitled to provide their consent, freely and on
an informed basis, in terms of privacy preferences, related permissions and
obligationsimposed orthe enterpriseClarity and degree of ease of how an individual
could express thiareimportant(but arenot covered in thislocument) They would
include the possibility for the individual to cheok the status of their data, actions
taken on the datarelated consent statemenend subsequentlyo partially or
completely revoke their consent. Changes to consent specifications and revocations
will affect the way people, applications and services (both within the organisation and
in third parties to wich data were disclosed) access and use related data.

Of course, this scenario is far away from what can be achieved today, at least in terms
of consent and revocation management. Nevertheless we believe it is important to set
a target, analyse the reqerinents and suggest steps to enable enterprises and other
organisations to make progress towards it and improve their practice. In doing this,
reality checks are important. Many ideal solutions could be designed and architected,
but their likelihood of beig adopted depends on the impact they are going to have on
the organisationwhetheror notlegislationis mandatingtheir use the risks at stake

and the eventual mitigation factors they can provide.

More details follow about thehoserscenario and useases.

10
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The Enhanced Employee Data Scendnouses on Company X,a generic medium

large enterprisen the UK This enterprise is willing to provide mechanisms and
solutions to support the management of consent and revocation to employees (and
customers)about personal data thate collected, stored, processed and potentially
disclosed to third parties

3.2 Description of Scenario

We consider the lifecycle of an employee, Mamho joins theenterprise changes
roles,usevari ous of tdmieistraivetardremployeelatédserviaes
and eventually leaves thenterprise Various use cases have been identified to
describe significant stages and related requirements and needs in tetims of
management of consent and revocation.

Specifically, Mary might need to disclose personal and financial information to the
organisabn. Some information e.g., her employee ID badge numbes, also
generated by the organisation itself. We consider the cases (&h&tary can define

her privacy preferencege.g, in terms of allowed purposes for using her data,
disclosure to third parties, notifications, etc.) by giving explicit consamd (2)
subsequently change her mind and revoke her consent.

It is anticipatedthat personal datare stored withinthe enterpriseandare sometimes
disclosed to third parties.

Personal data can potentially be accessed, processed and managed by other employees
(e.g., managers, payroll clerkay well as by enterprise applications and services.

Specifically we consider ghcase of an internal service provided by the organisation,
calledWorkBooki a private version o& service that provides functionalities similar

to those ofFaceBook and Twitteand operates on the company intraigbroviding

social networking capabilés within the organisation. Employees can subscribe,

disclose additional personal data (in additionrfmrmation already known by the

organisation) and interact with colleagues. TerkBook service is enhanced with

consent and revocation managemem eab i | i t i es, supporting deg
preferences and enabling enforcenathesewithin the organisation.

Employees can us&/orkBookto talk about their skills, the projects they are working

on and also for personal information about their dddie Use of WorkBook is

optional butis encouragedy managemenb promote teamworking and to help get

maxi mum benefit f r oratd puldishedoWwdkkBaokaceadd s s ki | |
moderated, but it is considered a disciplinary offence to pubffemsive material.

The companyos p r i teeanoent ofpersbnal cdptadisclesgdoom d s
WorkBook as straightforward data publishedbelong to the employee and can be

deleted byhim/her at any time. A record oiNorkBook data is kept to support

disciplinary and regulatory inquiries, butternal controls over this data prevent

access theretonless andintil it is required for these purposes.

11



En®@Re: Ensuring Consent and Revocation

PersonalWorkBook data mayalso be provided to external organisations under
arrangements agreed by the @amy. The agreement is for the company to provide
the data in return for the external organisation providing employees with
advantageous offers. The company will supply personal datavankBook content
regarding an employeenly if the employee agrees this. Such agreementquires

an explicit consent The employee can agree to some or all of their published
(personal) data being shared, and can specify the types of organisation that can be
given their data and the kind of offers they receive in return.

Offers may be made in general terms to all employees, based on the anonymised
aggregated data supplied. These offers can be delivered through advertisements
carried by theWorkBook system. Alternatively, offers can be made to specific
employees, delived by the corporate email system. In addition, an employee can
agree to their personal email address being handed to the external organisation,
allowing the organisation to send them offers to their personal address.

For example, employees may post inmfation about their skiing holidays on
WorkBook An external organisation with access tedhdata may consider it
advantageous to offer employees a good deal on group skiing holiday packages on the
basis of the data they are given. The holiday comparg thet opportunity to use
highly targeted advertising and the employees can benefit from the discounts that can
be offered as a result of the advertising being highly targeted.

Another example is that a research company may usé/ttkBook data to select
candidates fol research project, based lilestyle information and high integrity
biographic data. The employees can then be asked if they would like to participate in
research that they are ligeto consider a good cause, e.gupport for a cancer
research investigation.

At any time an employee can change their privacy prefereacdsevoke their
consent.

3.3 Scenario Use Cases

A comprehensive set of use cases has been iderdifidcexploredo capture user,
legal and technical requiremenés fiown in Table 1.

Table 1: Use Cases

ID Generic Use Cases

UCl1 Mary is hired at Company X

ucz Mary voluntarily joins a few companpitiatives

UC3 Company X changes the provisioning of some services provided to M
uc4 Mary changes her alifation to a few of Company X services

12
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UC5 Mary changes some of her personal data (profile)

uCe6 Mary changes roles and gets promoted

uc7 Mary is temporarily seconded in a new department, in a different coul

ucCs Mary comes back to UK

ucCo9 Mary has a sick leave for 6 months

UcCio0 Phil, a Contractor, joins Mary's team

UC11 Company Xintroduces new data analytics tools

UC12 Mary fires Phil because of misconduct

uCi3 Mary ges demoted

ucCil4 Mary leaves the company

ID WorkBook Specific Use Cases

UCi15 Mary starts usin€ o mp a n WorkBd@okservice

UC16 Mary elects to allow a subset of héforkBook data (her Profile) to b
given to External Organisations

UC17 Mary uses th&VorkBookservice to book holides

UCi18 Mary changes her preferences in WerkBookservice

ID Enterprise Administrative Use Cases

UCO.1 Setting the storage of personal data and Consent and Revd
preferences

uUCO0.2 Setting the policies

This list of use caseslso includes genericusec a s e s rel ated

evolution in the organisatiorand choicesanduse cases specific to the usage of the

WorkBookservice andddministrative use cases.

A detailed analysis of each use case is available in Appendbhia.analysis has
identified a comprehensive list okeds andunctional requirementghat have been
subsequently used to drive the design of the EnCoRe technical archit@ttigrést
is presented andescribed in Section 4.

This analysishasalsohelped o identify a significant subset of the use cases, to focus

our efforton consent and revocation managenantvell ago provide a manageable
set of use cases to be implemented in a prototypleeblznCoRe projecThe selected
usecases have been highliggd inred inTable 1

13
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These use cases have been selected to cover the basic functionalities in terms of
consent and revocation managementeseinclude giving consent, changing it,
allowing for data to be disclosed to third parties, revoking it anctieskeg the subject
access request rights. UC1 and UC14 have also been included to enable the
management of the two extreme situations for an employee and rfelated

14
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4. Functional Requirements

A list of needs and relatedrictional requirement$-Rs)has beerextracted fronthe
selectedise casetsee Appendix A for details)

FR1:Capturingd at a s @ohsentwith das

FR2:Changingd at a sQ@obhsentct 6s

FR3:Capturingd at a sReboragont 0 s

FR4:Changingd at a sRebocatont 6 s

FR5:Assocation of Consent/Revocation to Data

FR6: Tracking Data and associated Consent & Revocation (metadata)
FR7:Enforcement of Consent and Revocation

FR8: Auditing

FR9:Compliance Checking

FR10:Feedback & Notification

FR11:Transmission of data and associaBshsent

FR12:Propagation of consent changes (on various data instances)
FR13:Propagation of revocation changes (on various data instances)
FR14:Deletion of data and/or metadata

FR15: Exercisingt h e d at aright to knowe datadhat isdd by the
organisationalong with Consent &evocation

To T I I 3o o o o I I I B o Do D>

Table 2 (consisting of two partsjlustrates the outcomes of our analysis, in terms of
which needs and functional requirements have been derived from each selected use
caseg(we exclude UC 0.1 and UCO0.2 as\titeeal with administrative issues)

Table 2: Functional requirements

Part IFR1 to FR8

FR1 FR2 FR3 FR4 FR5 FR6 FR7 FR8
UCl1 X X X X
uC5 X X X X X X
UuCi4 X X X X X
UC15 X X X X X
UC16 X X X X X
UC17 X X X X X
UC18 X X X X X

15
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Part IIFR9 to FR15

FR9 FR10 FR11 FR12 FR13 FR14 FR15
UC1 X X
uC5 X X X
UCil4 X X X X
uUCi15 X
UC16 X X X
uC17 X X X
UC18 X X X X

It is important to nat that functional requirements FR8 (Auditing) and FR9
(Compliance Checking) are currently not explicitly covered by the use cabes.
reflects decisions and assumptions that are discussed in Section 6.

Specifically,in FR8 we currentlyassume that logging capabilities are available for

each use case. FR9 requiradditional work and exploration othe technical
implicationswithin EnCoRe
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5. High Level Principles & Technical Architecture

5.1 High Level Principles
The principles which underpin the hidgavel architecture are the following:

1 Individual emplyees are entitled to express, in detail, their consents and
revocations about the usage, processing and disclosure of their personal
data;

1 Mechanisms are made available to the organisation to explicitly enforce
consent and revocation;

1 Privacyaware accessontrol policies can be used and customized to enforce

consent and revocation, along with traditional security policies and

constraints;

The organisation is able to track where personal data are stored and used,;

Degrees of (indirect) control are retainedthe organisation and employees

when personal data are disclosed to third parties.

= =4

The resultinghigh-level architectureis an ideal model that makes some strong
assumptions. For exampl e, it assumes
account/record provishing and configuration managemeatg., by using ldentity
Management solution suites. This might not be the case for particular organisations
that have developedd hoclIT infrastructures or rely on manual administration of
accouning and IT systems. Apigations and services should also be instrumented, to
allow the enforcement of policies (along with expressions of consent and revocation)
and interactions with the other model components. This might be possible for new
applications and services, by applp g Pravacyfiby Desigf38] approach. For
legacy applicationsad hocwrappers(of varying degrees of securityight be the

only possible solutioror no changes might be feasible at all.

Another strong assumption is that there is a need to have ldgewd where datare

stored ando have ways to intercept programmatic or manual flows of data. This
again might not be the case, in general, as organisations might not even fully know
where customer data or other personal @aésstored. However, ithe absence of

this, only limited management of consent and, more importaetipcation might be
possible. nceit is a key requiremerib knowwhere datare

Finally, to work systemically across organisations, a similar model should be adopted
by all the involved parties. In some conteitiss might be achievable (e,gn supply
chains) but others might require expensive changes and adaptations.

5.2 Technical Architecture

Based orthe analysis of use cases and related needs and functional requstement
high-level EnCoRe architecture has beproduced as shown inFigure 2 This
architecture ilsoan evolution of prior work and analysis describe{Bii.
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The diagram and list below are an abstraction ofatishitecturefor which the more
refineddescriptive diagram and list agezen inSection 6.
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Figure 2:High level achitecture

In order to move towards the satisfaction of the requirements identified in Section 4,
we envisage that the hidavel architectureshould include the following coponents:

1 Personal Consent & Revocation Assistantthis component assists and provides
a humarcomputer interfacéo helpemployeesxpress their consent (ejpi/opt-
out choices, privacy preferences, etc.) and revocationestgjualong withan
explanation of privacy practices provided by the organisation. It can be triggered
(e.g, via a plugin in a web browser) during data disclosure processes, in order to
provide suggestions and default values for consent, given the patheedata. It
keeps historical traces of data disclosures, along with revocatjoasts

1 (Virtual) Data Registry: in orderto be able to degbroperly with consent and
revocation managemerdan organisatiomust know all the locations where data
are stored. This is the goal of the (virtudData Registry, which is a special
repository (or an aggregation synchronisedepositories) that keeps track, for
each known individual, where their datavbldeen stored (in operational data
repositories) withinthe organisation, which type of data has been disclosed
outside the manisational boundaries and to whom. This component keeps track
of expressions of consent and revocations for each managed personal data item. It
is a critical component that has to $ecured and protected. It also needs to be
continually updated, in order to provide value to the organisation. This can be
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achieved by a mixture of automation (provisioning services) and manual
intervention by administrators, for example in the contexte@f-known business
processes and procedures.

Data Viewer & Manager: this componentnables employees (and customers) to
make data subject access regsiést., toexplicitly askthe organisation about the
types of information that have been collected atored about thefin along with
their expressionof conserd and revocations. This information can be retrieved
from the (Virtual) Data Registry.

Consent and Revocation Provisioning:this component is in charge of
automaitcally and systematically updag) the DataRegistry every time there is a

new expression of consent and revocation (either for new, i.e., previously
unknown individuals or known ones). It can be seen as a component of
consolidatedndividual recordand system provisioning solutiongesialised to

deal with the provisioning of consent and revocation. In this context, it is in
charge of updating individual so prefere
enforcement of access control and odilmn policies. An expression of consent or

a sibsequent revocation of consent will affect how applications and services will

access data

Privacy-aware Policy Enforcement this is a componentthat dealsboth with

access controlpolicies on data anddata lifecycle managment, driven by
individual prekerences, consenandrevocatiors of consent. It mediates access to

data by intercepting appétionsd a n d servi camldsdrivengoy e st s,
enterprise policies andingthencdnisertigiden byl sé pr e
individuals (e.g. allowing the usage of personal data for specific purposes, in a
given timeframe).This can be achieved by using enhanced Policy Enforcement
Points (PEP) and Policy Decision Points (PDRis)an also supporiprivacy

aware lifecycle management of data, driven by alian policies and

i ndi vi dual s 0, dgetian foreminenmsatiensof data after a predefined
period of time). Interception points are required for applications and services
when accessing datBor legacy applications this might be a difficulgrerement

to satisfy

Disclosure and Notification Manager this is a component (with a related
notification infrastructure) to intercept and keep track of flows of personal data,
within and between organisatigrend to propagate the associated consedt
revocationpreferencesApplications and services might need to be instrumented
with agents that communicate with this component. It interacts with the Data
Registry to update data locations and related consent information. Changes of
consent and revodahs are propagated to known data locations (within and
outside the organisation) by means of notifications. Reg@@steconfiguration

may be sent to the consent and revocation provisioning system to reflect any
change. These notifications might requinen-repudiable) acknowledgemenks

the involved partieghat are going to be logged and audited. Ideally, third parties
that receive personabatafrom the organisatign(along with associatedonsent

and reveation preferences should adopt a similamodel and architectural

19



En®@Re: Ensuring Consent and Revocation

approach to ensure a consistent managemami enforcemendf consent and
revoation. However, the EnCoRe architecture does not mandate this. The
EnCoRe architecture and approach ensures that, at least, information of disclosed
daa is tracked in the Data Registry and camdigevedlater on, for example for

audit trails

1 Audit: this is an component to log and keep track of what happd?B,toonsent
and revocation during operational and administrative idiets/ inclusive 6flows
of personal data within and outside the organisation

9 Trust Authority: this is a componertb deal with any required certification and
issuance ofligital certificatesfor information security purposes

1 Risk Assurance this is a offline compone t t hat i's used by t
privacy administrators to assessremt risks, based on known threatsd to
provide indications of compliance. Based on these threats, known information
flows, involved types of data and security aspects (of IT itriresires, people
and applications/services), this camnpnt can identify the level of risksising
known risk heuristics and ruleand suggest actishsuch as investing ithe
instrumentation of critical applications or forbidding particular flows of
information, etc.

This model is compatible with the PRIME Toolbox [24], with regards to privacy

aware policy enforcement (indive of privacyaware access control, data handling
capabilities [24] and obligation management [10, 11]). However, it aimspétidy

providing consent and revocatiofunctionalities by introducing the concepts of
Aconsent and revocation provisioningo and
and notification manger capabilityo.

At the time of disclosing personal inforriian, individuals can xpress their consent

in detail The Personal Consent and Revocation Assistant is a critical part of helping
people in assessing the siion. This requires furtheresearchin HumanComputer
Interaction HCI), in the directionsuggestedby [22, 33]. Once dataredisclosed, the
location of where datarestored, along with a copy of the consent statepigstored

in theDataRegistry during the provisioning phase.

Accessrequestdo data (byindividuals applic@tions and servies) are intercepted by

the privacyaware policy enforcement component to ensure the enforcement of
searity and privacy policies,i nc |l udi ng finengtainedi anseatasdd
preferences. This component handles the lifecycle of data, driven by treesnént

of obligation policies [10]When personal dat@edisclosed to other locations within

and outside the organisation, thesclosure &Notification Manager keeps track of it

and updates thBataRegistry. Nonarepudiable notifications of saess offailure (by

the involved parties) are logged by the auditing system. Similarly, changes of consent
or revocations by indgiduals are propagated by this component to all the involved
parties and th®ata Registry is ydated.
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5.3 Mapping Architectural Components to Functional
Requirements

The architectual componentshave been designetb implement each functiah
requirementlescribed irSection 4.

The following list shows, for each functional requirement, the components that are
involved in handhg it:

T RequirementCapturing enelser consent with data
o Personal Consent & Revocation Assistant
o Offline Process and C&R Mapper (mapping C&R into the system)

T RequirementChanging (endiser) Consent
o Personal Consent & Revocation Assistant
o Offline Process and C&R Mapper (mapping C&R into the system)

1 RequirementCapturing eneuser Revocation
o Personal Consent & Revocation Assistant
o Offline Process and C&R Mapper (mapping C&R into the system)

1 RequirementChange endiser Revocation
o Personal Corent & Revocation Assistant
o Offline Process and C&R Mapper (mapping C&R into the system)

1 RequirementAssociation of Consent/Revocation to Data
o Consent & Revocation Provisioning
o Data Registry
o Privacyaware Policy Enforcement
o Trust Authority (see stlgy policy approach)

1 RequirementTracking Data and Metadata (Consent & Revocation)
o Consent & Revocation Provisioning

Data Registry

Privacyaware Policy Enforcement

Disclosure and Notification Manager

Agent (instrumenting Apps/Services)

Offline Proesses

Personal Consent & Revocation Assistant

O O O O O o

1 RequirementEnforcement of Consent and Revocation
o Privacyaware Policy Enforcement (access control, obligations, etc.)

1 RequirementAuditing
o Audit (logging, ...)

1 RequirementCompliance Checking
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o RiskAssessment
o Compliance Checking

T RequirementFeedback & Notification
o Disclosure & Notification Manager
o Agent (nstrumenting Apps/Services
o Personal Consent & Revocation Assistant

1 RequirementTransmission of Data and Associated Consent
o Disclosure &Notification Manager
o Standard Entprise Processes and Systems
o Communications between variouEnCoRe and norEnCoRe
components

1 RequirementPropagation of consent changes (on various data instances)
Agent

o Disclosure & Notification Manager

o Data Regstry

o Consent & Revocation Provisioning

o

T RequirementPropagation of revocation changes (on various data instances)
Agent

o Disclosure & Notification Manager

o Data Registry

o Consent & Revocation Provisioning

o

1 RequirementDeletion of Data and Metadata
o Agent
o Disclosure & Notification Manager
o Data Registry
o Offline Processes

1 Requirement:Exercising right toknow data that idheld by the enterprise,
along with Consent and Revocation
o Data Viewer & Manager

1 Administrative Requirement:Enteprise Privag Policy Administration and
Management
o Policies
o Policy Administrator

Two related core aspects have been analysed to animate the architecture and further
make progress towards its refinement to implementable solutions:

91 Data Model: this is concerned wit how personal datare stored and how
consent and revocation preferences can be associatdege This is an
important aspectas it has an impact on privaeyare policies. Section 4.
provides more details
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1 Privacy-aware policies: privacy policies ¢ouplad with traditional security
policies) are key to determilg who can access which personal data,
consistentwi t h dat a subjectso consent and
constraints. They are a core part of the architectanel require proper
analysisto ensure the satisfaction of various needs and requirements in terms
of consent and revocation management. Sectidprdvides more details.

5.4 Data Model

The definition ofprivacy policies that allow personal data to be accessed oyt
subjecs 6 consent/ revocation preferences are s
privacy constraints) needs to be able to:

1 Refer to these preferences and understand their meaning

1 Refer tothepersonal data to be protected

1 Understand how preferences reltiigoersonal data

A data modelis required to specifyhis information so that it can beéakeninto

account within policies at enforcement tim@/e took into account current

UK/European data protection legislation and data protection/privacy guidamse fro
bodies such as the I nformation Commi Ssi one
Party The data model helps to achieve this by defining where and how the personal

data and the corresponding preferences are stored in the EnCoRe system.

Various considations have ammpact on the data model. Among these, there is the
nature of the data stores. Indeed, as different data stores can have different data
representations and different data access mechanisms, the data model can change
when thenature of thedata store changes. |If, for instance, data are to be stored in
some LDAP directories, then the data model will need to be hierarchmaéver it

will need to be flat if relational databases are used.

Another aspect that impacts on the data model isnlmner in which preferences are
to be linked to personal data. Three approaches are pogsiigleto Appendix C.2.3
for details)

T Predefining types of dAprofileo

1 Assigning preferences to each data item

1 Assigning preferences to a group of data items

Each approach can requirgifferent mechanisms to be defined to allow the
preferences associatedth data items to be retrieved.

Finally, the locatio(s) where the data are stored can also impact on the data model.
Indeed, if personal data and preferences stored at different locations, then it is
important to guarantee that it is always possible to link any data item to the
corresponding preference (i.¢0 locate the preferences associated to a data item).
This may require specific identifiers to befided.
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Forthisfirst case study, we have chosen to:
1 Use relational databases
1 Store personal data in the enterprise databases
1 Store preferences in theatabase of theegistry component

The definition and full discussion of the data model is availabfpjpendix C: Data
Model.

5.5 Privacy-Aware Policies

The EnCoRe projecinalysedvarious privacy policies using a topdown approach
starting from higHevel (legal and social) policiesd proceedingown to technically
enforceable policies.

We took inb accountcurrentprivacy and data protectidegislationand guidelines.
We thenextracted common policy patterns, requirements and constraints of relevance
in terms of privacy & consent and revocation

We subsequentlanalysed how these requirementslddeemapped into technically
enforceable policiedt is beyond the scope of this document to provide details of this
process. More details can be found35).

The remaining part of this sectidescribes the technical aspects related to privacy
awarepolicies.

Privacyaware policies can cover a wide variety of aspects, including access control
[9] and privacy obligationfL0]. For the purpose of this fireinCoRecasestudyand
technical architecture only privacyaware access control policiehave been
consideredas they are essentita the management and enforcemeihtonsent and
revocation. Eture versions of the EnCoRarchitecture will expligly handle
obligation policied10].

Our drivers have been the following

1 Enable the protection gersonablata.
1 Avoid creating yet another policy language and framework.

The remaining part of thisection provides more details alh the rationale
underpinning the suggested management of prieéagre access control policies and
related important pniciples that we have taken into accoufhis includes a brief
analysis of the technical concepts and requirements underpinning technical -privacy
aware policies.

The Privacyaware Policy Enforcement componeot the EnCoRe architecture
provides two enharmd versios of the:
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1 Policy Enforcement Point (PEP): this component intercepts requests to access
all data andfor personal datarequires access decisions to be made by the
Policy DecisionPoint
1 Policy Decision Point (PDP): this component makes acaa#sat decisions
based on a variety of aspect s, i ncl udi
preference constraints.

To ground this analysigs how policies can actually operate to enable the enforcement
of consent and revocatiptwo simple technical nvacy-aware policies have been
considered and consistently used in this section

1) i A BDnmaus Ise altowed only to people with approved access
i ht sSMNDol es o
rpurposes agreAMdD with

I g

f o the data subj
by enforcing any additional

ubj

privacy pr

n ovor T

2) iA data subject must be RDdotthird paies, of any
in accordanceviththed at a subject's privacy prefere

Policy (1) is an access control poliadgkinginto account:

Security constraints (checkingthec ¢ e s s  rceedentials tole, eté.)s

Privacy constraints: checking for the purpose of accessing data and
satisfaction of data s,limtatiens onsvdoapd i vacy
where data can be disclosed, specific preferences on secondary usages, etc.)

T
T

Policy (2) is actually an obligation, more specifically an acemssrol driven
obligation.It can be addressed in the traditional context of accessotpnticies and
henceis within the scope of thidirst EnCoRetechnical architecture(This first
versiondoesnot consider obligations that are not driven by access cdftidl], e.qg,

deletion or minimisation of data after predefined period of tete)

These policies are enforceable withhe underlying technicalrRacy-awarePolicy

Enforcement componentdiscussedin the EnCoRehighlevel architecture, and
conceptuallyllustratedin the figurebelow:
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Privacy-aware, role-based
data access control system
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Access
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Putting a wrapper around “traditional” role-based access control:-
addingconsideration of the stated purpose to collect and hold personal
data, the datarequestor’s intentand the data subject’s consent details

Figure 3: Privacyaware policy enforcemén

One of the desired outcomes of the enforcement of priga@re policies is to ensure
that only theappropriatedata/information can be acceddy the data requestan
accordancevith pre-existing constraints and preferences.

For example, see the foWing figure, illustrating a simple case whelP® is stored in
database along with simple expressionsdividual®d pr ef er esmegadngconsent
purposes for using their data.

Here, a privacyaware access control system is deployedabkecontrol of access to

data based on Ydraditional security constraints (checks on roles andtityeof the
requestors) and )Iprivacy constraints (based owividual® pr ef erespces/ cons

26



En®@Re: Ensuring Consent and Revocation

Figure 4: Privacy policy enforcement example

In this example, dasic privacyaware access control policy (in a psetechnical
language) could look like the following:

Target: <Database:DB1, Table:T1>

n Mar ket i

If DataRequestdRo | e Statigticia®  a DathRequestdn t e n t =
Then

Allow Access (T1.ConditiofM,1.Diagnosis)

& Enforce (Consent)

Else f Dat aRequest or . R DaaRegoeStdni teenntti st ® |[AResear
Then
Allow Access (T1.Diagnosis)
& Enforce (Consent)
ElseDeny Access

The effect is that the data requestor can access onlyataehd/shi has rights to
access (based on security constrairdel has consent forb@sed onprivacy
constraing), for a specifiantent. Any otheiPD would be filtered out/not accessible.
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